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Meeting Summary 
 
On January 17, 2018, the EastWest Institute, Microsoft and Marsh & McLennan organized a Systemic 
Risk and Cyber Insurance Working Roundtable in Washington, D.C. This inter-industry meeting brought 
together 35 experts to explore the roles of the insurance industry, technology companies and 
government in increasing cyber resiliency, and to examine market barriers to the growth of the cyber 
insurance market. The discussion was conducted under the Chatham House Rule.  
 
Session I: Defining Systemic Risk 
Moderator: Erin English, Senior Security Strategist, Digital Trust, Microsoft 
Discussants: Paul Mee, Partner, Digital and Financial Services, Oliver Wyman; Phil Moeller, Executive Vice President, 
Business Operations Group and Regulatory Affairs, Edison Electric Institute (EEI); Anthony Shapella, Risk Officer, 
Liability and Financial Lines (LFL), AIG; and Aaron Strong, Economist, RAND Corporation 

 
Participants noted that the term “systemic risk” is generally understood in the context of the financial 
services sector as this heavily regulated industry has matured over decades in addressing systemic risk.1 
However, even in financial services, there is no universally agreed upon definition. Beyond financial 
services, systemic risk is even less understood as it relates to a particular industry or market segment. 
When trying to apply an understanding, or even a definition to systemic cyber risk, the panelists argued 
that it is important to identify which “system,” since the cyber ecosystem is a “system of systems” 
depending on whether the analysis focuses on online services, hardware and software products, supply 
chains, manufacturing downstream supply chains, network end points, etc.    
 
In order to help frame the discussion, the panel began by examining systemic risk along the following 

four elements: 

 
● Criticality: The importance of those systems to the functioning of an institution and the other 

organizations and functions supported by that institution.  
● Interconnectedness: How institutions are connected to one another and within the larger 

economy through the services they provide. 
● Resilience: The ability to prepare for and adapt to changing conditions and to withstand and 

recover rapidly from disruptions.  
● Contagion: The ability for a shock to be transmitted through the ecosystem, resulting in the 

inability of critical systems to deliver their core services necessary for a functioning economy.  
 
The working roundtable participants challenged their perception of systemic risk from the perspective of 
financial services, and how that could inform the current understanding of systemic cyber risk. As the 
World Economic Forum noted in its 2016 report on the same topic, the workshop discovered that the 

                                                
1
 Despite general maturity in dealing with systemic risk, small and medium-sized banks need to catch up. See AIG 

(2016). Is Cyber Risk Systemic? https://www.aig.com/content/dam/aig/america-
canada/us/documents/business/cyber/aig-cyber-risk-systemic-final.pdf.  
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financial services sector provides some useful analogs, particularly as it relates to the need to first 
identify a common definition, a proper framing of the system that is being examined, how to measure 
risk and what sort of data is needed to measure that risk. Similar to the financial services sector, the 
cyber ecosystem could be vulnerable to exogenous shocks or other events that could trigger systemic 
effects. From the original framing, how important then is connectivity and criticality of systems in 
determining whether the shock would really be systemic, and what is considered catastrophic loss. 
However, one of the unique qualities in the cyber ecosystem is its systemic advantages, particularly 
among cloud service providers, in managing and mitigating systemic shocks. Indeed, here the qualities 
of interconnectedness and criticality are also measures of risk mitigation. There were multiple 
viewpoints, and disagreements, as to what constitutes systemic risk in cyber. For example, one panelist 
proposed that cyber risk becomes systemic when the effects of a cyber incident spread and have large 
material impacts on industry sectors beyond cyber. However, this framing was considered problematic, 
since every sector – and almost every enterprise – of the economy relies upon software and hardware 
for its core operations. Another participant emphasized entity or industry concentration/size and 
contagion potential as key factors. Another point the group debated was analyzing systemic shock as a 
function of the degree of cybersecurity across the ecosystem, and how quickly the initial attack could be 
identified and mitigated, at scale. As part of this, the group examined some of the parallels of the 
financial crisis of 2008-2009.  
 
Beyond the financial sector, the workshop spent some time examining the unique challenges utilities 
face when it comes to crippling, system-wide incidents. The U.S. bulk power system (power generation 
and transmission) is subject to mandatory cybersecurity reliability standards. However, regulatory gaps 
persist in the natural gas industry (a key fuel for generating electricity), and for local distribution. For 
instance, while bulk power has good information-sharing with the Department of Homeland Security 
(DHS) and the Department of Energy (DOE), only three of the approximately 250 state and local 
regulators of local distribution have a security clearance to receive critical threat information. Another 
challenge comes from the fact that millions of new devices, including residential solar power generators, 
are being connected to the grid, with varying degrees of reliability and security. In order to manage 
systemic risks, the industry is developing the capability to partially return to manual operations and 
currently participates in biennial exercises to simulate a cyber/physical attack on electric and other 
critical infrastructures. The panelists and workshop participants noted the benefits of system-wide 
exercises and planning.  
 
A useful example from the power sector was after Superstorm Sandy, Regional Mutual Assistance 
Groups (RMAGs) were created to help restore bulk power system operations. It was noted, however, 
that the application of natural catastrophe (Nat Cat) models to cyber is of limited usefulness as the 
effects are less likely to be geographically contained.  
 
An insurance expert addressed the challenges in quantifying aggregated cyber risk, arguing that insurers 
may not currently be pricing cyber risk adequately but have not yet been hit with a “bad year.” Given 
the evolving cyber threat landscape, insurers are finding exposures, including the availability of 
intelligence-grade hacking tools in the wild and the set of security vulnerabilities—known as Meltdown 
and Spectre—that recently affected modern computer processors. Commonalities across companies 
and industry sectors may bind many insured companies together (correlated risk) and could produce 
massive claims following a cyber incident. The panel hypothesized that highly concentrated, 
oligopolistic markets present a unique systemic cyber risk. Examples of concentrated markets worthy of 
further examination included: cloud computing, payroll processing, electronic medical records, domain 
name system, accounting services and computer chips. 
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The discussion differentiated between "network risk/contagion failure” and “common risk/common 
cause failure.” In network risk, an attack could hit critical, interconnected targets causing cascading 
effects across a sector or function. In common risk, a vulnerability might be scattered throughout the 
infrastructure (e.g., Meltdown and Spectre); an attack against many targets exploiting the same 
weakness may produce systemic consequences. The metaphors “death by decapitation” and “death by a 
thousand cuts" were heuristics used by some of the workshop participants to help explain the 
difference.  
 
 
Session II: Cyber Warfare and Cyber Insurance 
Opening Remarks: Michael Chertoff, Executive Chairman and Co-Founder, The Chertoff Group; Former U.S. 
Secretary of Homeland Security; Co-Chair, Global Commission on the Stability of Cyberspace 
Moderator: Matthew McCabe, Senior Vice President, Marsh & McLennan 

Discussants: Erica Davis, Senior Vice President and Head of Specialty Products Errors and Omissions, Zurich; Jeremy 
Platt, Managing Director and U.S. Cyber Specialty Practice Leader, Guy Carpenter; Sasha Romanosky, Policy 
Researcher, RAND Corporation; and Annamaria Landaverde, Vice President, Head of Cyber, Munich Re 

 
This session began with a discussion of the nation-state threat and its understanding in the modern 
cyber context. Traditionally, nation-state threats were distinguished by warfare (e.g., foreign threat, 
countered by the military) and criminality (domestic, criminal threat, countered by law enforcement and 
the judiciary), but this has changed dramatically with the advent of cyber, a new fluid domain in which 
disruptive and destructive attacks have been carried out by cyber means. States (nations) employ 
proxies to carry out cyber attacks, for example: by reverting to more a classical model of state 
sanctioned piracy such as privateers or mercenaries, and/or providing material support for criminal 
activities on their territories targeting foreign individuals or entities. The scale of these attacks has 
gotten much worse. A useful analog to thinking about this is how countries classify terrorist activity, and 
to what degree the state is complicit in providing some level of material support, as in Afghanistan. 
Naturally, unresolved questions come to the fore, such as, at what point a state can be held responsible 
for its proxies’ actions; what types of cyber warfare constitute an “act of war” under international law; 
how can such cyber attacks be attributed; what is a proportionate, non-escalatory response to a cyber 
attack; and at what point is a military response warranted? 
 
Espionage, information operations (including political propaganda), and reconnaissance operations are 
generally not considered to be acts of war under international law. However, in a crisis a system 
administrator may not be able to immediately determine if a malicious actor is reconnoitering the 
network, stealing data or committing sabotage. On the other hand, loss of life and/or physical 
destruction would cross a threshold and trigger the question about a proportionate response. The 
question of whether such an act was conducted by a state or one of its proxies is secondary. 
 
One point of concern raised by the panelists was the way the U.S. uses the financial system as a lever for 
sanctions, risking making it a cyber target in the battlespace. As Russia and China participate in the 
financial system, they are unlikely to attack it; however, this does not apply to North Korea.  
 
Attribution is a critical but difficult function in determining who is behind a cyber attack. Both 
governments and corporations have been engaged in attribution; the former also using intelligence 
sources whereas the latter mostly relying on technical analysis. The panel discussed the creation of a 
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neutral, non-governmental attribution entity.2 While the workshop participants did discuss if there was 
a role for government(s), it was agreed that keeping governments at arm's length from such a 
consortium would avoid some of the challenges government attribution faces (e.g., the need for follow-
up actions against the perpetrator if a state names and shames a foreign entity; protecting classified 
sources and methods for the attribution; which government to coordinate with; and potential lack of 
credibility if a self-serving interest is perceived). For cyber insurance, however, attribution is generally 
less important. Moreover, digital forensics is already a big load on carriers and attribution would add, 
probably uselessly, to the cost. If a cyber attack is not big enough to trigger an act of war exclusion, it is 
not worth attributing. 
 
While cyber insurance policies generally contain a war exclusion, they often provide coverage for acts of 
cyber terrorism. However, it is in the purview of the insurance carriers to decide if a cyber attack 
constitutes an “act of war” as defined in the insurance contract. Language and definitions in insurance 
policies/contracts are catching up as they are being tested for exposure in the real world.  
 
The conversation turned to “silent cyber” exposure – failures in aviation or other critical infrastructures 
that have effects on other insureds. Carriers may adjust other product lines (e.g., property, general 
liability, bodily injury and property damage and supply chain) to make cyber risk explicit by increasing 
rates or exclusion of coverage. In general, the desire is to cover at the proper rate. One panelist 
suggested that in a competitive market, some carriers may be pricing risk inaccurately.  
 
With regard to the obligations of insured companies to keep up their cybersecurity posture, it was noted 
that the “duty of care” language in insurance policies has diminished in overall relevance. So long as 
there is not gross negligence, the carrier will likely pay. A panelist noted that an assessment of an 
insured’s cybersecurity practice is conducted at the underwriting stage when the policy is priced 
accordingly, but not as exclusion. 
 
 
Lunch Keynote 
Keynote Speaker: Jeanette Manfra, Assistant Secretary, Office of Cybersecurity and Communications, U.S. 
Department of Homeland Security 

 
DHS is focused on a risk-based approach to protecting critical infrastructure. Adversaries may not take 
cyber-only approaches. DHS observes ambiguous state activity that is neither war nor crime. Assessing 
the risk in this environment is difficult. DHS exchanges threat and vulnerability information with critical 
infrastructure owners and operators, monitors the environment and alerts potential targets. DHS 
undertakes activities and tabletop exercises to try and mitigate risk in critical infrastructure sectors. 
With the electric sector, GridEx is an annual exercise; for the financial services sector, DHS started the 
Hamilton Series of exercises, which includes international partners. These actions intend to lower cyber 
risk.  
 
One question is whether insurance carriers can/should participate in or contribute to these types of 
exercises. Some participants also expressed interest in the continuation of the Cyber Incident Data and 
Analysis Repository (CIDAR), highlighting its utility as a tool that brings together insurers and reinsurers 
and aggregates data across sectors. A/S Manfra recognized DHS’s past work in receiving industry input 

                                                
2
 See also RAND (2017). Stateless Attribution: Toward International Accountability in Cyberspace. 

https://www.rand.org/pubs/research_reports/RR2081.html.  
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to the CIDAR over the past several years, however, noted that in order to make it work it would require 
a significant investment from the U.S. government. 

 
 
Session III: Cyber Insurance Legislative Update 
Moderator: Davis Hake, Co-Founder, Arceo Analytics; Senior Fellow, EastWest Institute 
Discussants: Nicholas Leiserson, Legislative Assistant and Systems Administrator, Rep. James Langevin (D-RI2); and 
Heather Molino, Senior Vice President, Cornerstone Government Affairs 

 
Panelists in this session provided an overview of U.S. legislative efforts across cybersecurity policy 
issues. The Cybersecurity Act of 2012 was a major effort that sought to address critical infrastructure 
protection, information sharing, data breach reporting and further strengthened the role of DHS.3 While 
this was not ultimately adopted by Congress, President Obama issued Executive Order 13636, 
“Improving Critical Infrastructure Cybersecurity,” which, among other things, established DHS as the 
operations center for cyber. However, issues around cementing the jurisdictional authority of DHS in 
private sector cybersecurity assistance and coordination of private sector information sharing were 
eventually taken up and signed into law at the end of 2015. 
 
Other bills seeking to address cybersecurity have gained little traction, due to issues of Committee 
jurisdiction and shifting priorities of the new Congressional leadership. These bills include: 

● Data Breach Insurance Act: The only bill focused on cyber insurance, which would have offered a 
tax deduction of 15 percent of the cost of breach insurance, under the condition that an entity 
adopted the NIST Cybersecurity Framework.  

● Data Security and Breach Notification Act: This bill seeks to harmonize data breach notification 
laws to a federal standard. Currently, the de facto standard is the most stringent state 
standards. 

● Botnet Prevention Act of 2016. 
● Internet of Things (IoT) Cybersecurity Improvement Act of 2017: This bill seeks minimum 

security for IoT devices using procurement standards. 
● Data Breach Prevention and Compensation Act of 2018: This bill seeks to impose strict data 

security standards and penalties for data breaches at credit reporting agencies in response to 
the Equifax breach. 

● Active Cyber Defense Certainty Act: This bill seeks to authorize “hack back” capabilities for self-
defense to corporations.  
 

Discussion turned to the obstacles to legislative action, and what it might take to motivate Congress to 
move legislation on cybersecurity. A parallel was drawn to 9/11 and the passage of the PATRIOT Act, 
which included items that Congress had been unable to pass previously. A major cyber event – more 
than a massive data breach or even the electric grid going down for a short period – may be a necessary 
catalyst for action. After a catastrophic event, the cost to insurers would also likely prompt a change in 
underwriting standards and Directors and Officers liability insurance, potentially shifting standards for 
assessment of insureds’ cyber risk.  
 
Beyond new legislation, the role envisioned for Congress is oversight and accountability for 
implementing existing programs. One suggestion was for Congress to promote guidance for auditors of 
the NIST Cybersecurity Framework to strengthen the expertise available to companies. There were also 

                                                
3
 DHS (2012). Cybersecurity Legislation Would Enhance Protection of Critical Infrastructure. 

https://www.dhs.gov/blog/2012/02/27/cybersecurity-legislation-would-enhance-protection-critical-infrastructure. 
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questions about whether the looming EU General Data Protection Regulation (GDPR) could reduce 
companies’ appetite for U.S. legislation. However, there seems to be no attention on the GDPR in 
Congress.  
 
A clear theme is that with the passage of piecemeal legislation last Congress, there is not a central 
theme or driving force for new cybersecurity legislation. Issues surrounding the digital security of the 
U.S. electoral system and the effect of social media as a tool of foreign influence are more present 
versus securing critical infrastructure or protecting consumers from lax cybersecurity practices. This 
vacuum is seen as an opportunity by private sector entities to take up their priorities at the domestic 
state and international levels and in the absence of U.S. political leadership. 
 
 
Session IV: Cyber Resilience and Market Forces 
Moderator: John Plaisted, Global Risk Management, Marsh & McLennan 
Discussants: Aaron Clark-Ginsberg, Associate Social Scientist, RAND Corporation; Amanda Craig, Senior Security 
Strategist, Microsoft; and Tom Fuhrman, Managing Director, Marsh Risk Consulting, Marsh & McLennan 

 
This session examined how various stakeholders could improve the ecosystem and prevent overreaction 
to certain events. Previous sessions showed that there is a lack of a joint vocabulary and understanding 
of key cybersecurity terms (e.g., systemic risk, act of war). Getting stuck on these definitional issues 
makes it difficult to address key issues and regulatory gaps (e.g., measuring risk, addressing liability and 
accountability, and obstacles in information sharing). 
 
The panelists acknowledged that while the state of cybersecurity is currently not good and is likely 
getting worse in the short run, it will improve in the long run. Panelists argued that market forces and 
incentives will eventually improve cybersecurity and a mature cyber insurance market will positively 
impact the cyber environment. A particular challenge is that critical infrastructure systems are not 
designed as a cohesive, functional system, but a series of independent components that interact and 
work together. This situation requires securing each system as an entity, and securing the connections 
between each entity. The concept of resilience should be thought of as “operating through” crises and 
shocks.  
 
Risk will not disappear, but it will be managed in new ways. The example of the plethora of bank 
robberies in the 1920s was given, where armed robbers stuck up banks, resulting in massive losses and 
casualties. During this time, the FBI came into being, developing practices such as the Most Wanted list, 
and banks developed practices to deal with such threats. Bank robberies have not gone away, but 
stakeholders have learned how to manage this risk. 
 
The increase in governmental activity to address these issues (e.g., the GDPR in Europe, the Chinese 
Cybersecurity Law, and the Singapore draft cybersecurity bill) will push the market, but may also cause 
companies to divert resources from security to compliance.  
 
The challenges for small and medium-sized businesses (SMBs) were another aspect highlighted by 
panelists. Microsoft has co-founded the Cyber Readiness Institute and is working with SMBs to identify 
the top three cybersecurity issues they must address to improve cybersecurity. Several resources 
mentioned on the panel exist to this end: Microsoft’s Secure Score in Office365 and the Building Security 
In Maturity Model (BSIMM). Furthermore, insurance companies play an increasing role after a cyber 
incident. Beyond paying claims, carriers help insureds recover from cyber incidents.  
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The courts may also lead to changes in behavior.4 If IoT devices start failing (e.g., cars hitting people, 
refrigerators turning off and food spoiling), there will be more lawsuits, potentially forcing ICT 
companies to improve product security. Other elements of society will also be necessary to motivate 
this type of change, including non-profit organizations,5 using ICT procurement requirements to codify 
standards without regulation, universalizing the New York State Financial Services Rules, requiring 
companies’ compliance programs to include cybersecurity and privacy risk, and requiring cybersecurity 
risk audits. Larger losses may encourage insurance companies to increasingly require insureds to 
conduct such audits and otherwise demonstrate they are continuing to manage their cyber risk. 
 
 
Looking Ahead 
 
The meeting concluded with several observations about the roles of key stakeholders in the systemic 
cyber risk landscape. The government, it was stated, is good for guidance and advice, but insurance 
companies and others should not look to government to make large moves in policy. Insurance 
companies noted that they play the role of providers and consumers: they want to limit their exposure 
to catastrophic losses and can also be a force in helping to prevent such losses. Insights derived from 
claims data can improve the quality of cybersecurity in firms and prevent losses.  
 
There may be an opportunity to evaluate the longer-term growth of the cyber insurance market and 
whether there should be a financial backstop by national governments. There was general acceptance 
that a mature cyber insurance market is positive for overall cybersecurity, but it remained an open 
question of how to promote the maturation of these markets. The pace of the evolution of technology, 
system/functional interconnectedness, and prevalence of bad actors is increasing, and regulation will 
not keep up. Work needs to be done across industries to address these issues and identify how 
government can positively contribute in its various roles to this development. 

                                                
4
 E.g., see the recent lawsuit against Mattel concerning their IoT-integrated Barbie toy. 

5
 A pre-Internet example of security relevant change includes the non-profit group of fire experts that drove the 

development of fire codes. 


