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DEDICATION

This report is dedicated:to
Theunsungnetwork creators and operations engineers
who provide the reliable messaging services we so depend on today.

Without their spam fighting efforts, electronic messaging services woulienable.



Foreword

The meeting of our two presidenits January 201demonstratechn ongoing mutual
commitmenttoia positi ve, c 00 per atChivaeelatiorshmpdfor c o mpr e h
the 21st century, which serves the interests of the American and Chinese peoples and of

the global community 6 a s -GChmagointUstat®menemanating from the meetings

put it. The statement went on to proclaanmutualagreenentto fiadvance cooperation to

€ addressecoaybey. o

Fighting Spam to Build Trugs a perfect example of how this vision can be realized.
This timelyTrack 2 bilateral initiative delivers specific and actionable recommendations
that if implemented, will lave immediate beneg§inot onlyfor America and China, but
alsofor the rest of the online worldThis workreflects a keen awareness of the structure
needed for effective solutionBnplementing the guidance provided herein will require
properly balanimg industry leadership as it partners with government to reduce the
pollution in cyberspace.

Spam is a persistent nuisanegh a vastly underappreciated economic impantl far
reaching consequences. Since it is oftenviitdcle for malicious codandonline fraud,

it is aperilousthreat to every one of the billiord computers andetizens in cyberspace.
For that reasont is an area of highly correlatedmmon interest, which accounts for the
cautious cooperation described in this report.

The oad ahead focyberspaceooperation is strewn with hurdldsut let us take time
together to pause, appreciate and appthiglworldc | a s s suceessfubdearing of
thefirst hurdle.

¢ L FE

HUANG Chenggqing John Edwin Mroz
Vice President Founder, President and
Internet Society of China Chief Executive Officer,

EastWest Institute






Preface

If you are holding this report in your hands wewingit on you computer screen, you

have come upon something unusual. In a time when heated verbal and written exchanges
between our two countries are the norm for most topics related to cyberspace, the tone of
this report is an exceptiorin a time of escalating mistst, this report reflects some
measure of cooperation, teamwork and a commitment to a shared goal. In a time when
most can only see a grim, downward spiwélrecrimination when it comes to all things
cyber, this report is the product of cooperation anffers some hope for an improved
relationshipbetween China and the U.S.

Neither of usnhor any of our team members,naive concerning thexistingconcerns
that our two countries have about eaather in cyberspacd3oth of us recogniziéhat the
Internet is an golving vehicle that has broughtand continues to bring great benefit
for the development of Chinthe U.S andthe world. It also brings with it many new
societal challenges. In this first engagemerd,managed t@chieve trusand coopeate
on a common, concrete problem

Both of us want to thank the subject matter experts, whose names are listed on the next
page. These individuals devoted significant time and expertise to this pracedhis
important step toward international coapéion in cyberspace wuld not have been
possiblewithout them.
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1. Executive Summary

Early in 2011, USPr esi dent Barack Obama and Presi
Republic of Chinacommitted to improving the U.&hina bilateralrelationship. In a

joint statement, they specifically agreed fbpadv ance cooperation
cyber s éinantdipatipn af this commitment, over a year earlier the EastWest
Institute and the Internet Society of China convened a team of -Ch@axperts for an
ongoing bilateral dialogue on cybersecurity issugghting Spam to Build Trusthe
teamds first report, represents the first
on a major cyberspace challenge.

To be clear, spam is laugeproblem. Cyberspace pollutedwith junk mail. Several
hundred billion spam messaga® originated and transported across netweviesy day,

and account for about 90% of all email messages. And there are much more serious
problems with spam. @&m is often thearrier of malicious coddike viruses, and is also
avehicle for fraudSpam funds much of the malicious behavior on the Intemfetting

hosts via web browsers amnfuses,and isoften usedto setup botnetsi a host of
infected compters taken over blyackers andised to perform malicious taskBotnet
operators make money by sending spam via black markets the proceeds fund
identify theftand fraud.

Still, spam is largely underestimated as a problem, perhaps because itrisattoactive

topic. Neither network operators nor service providers are eager to focus on spam in their
interaction with their subscribers because it is mostly a negative story. While the
network operators and Internet service providers have made trensestiiddes in
minimizing the amount of spam that subscribers actually see, these messages are still
transported and processed in networks, inflicting costly damage in a variety of ways.
These messages consume energy in data centers, compete for conpgessgprcycles,

delay the transmission of important messages and elicit customer compliaidézd,

spam is a cost driver andhadden tax on the Internébr these reasons. Spandirectly

inhibits growth and innovatio as resources are diverted to ngend.

Email is an indispensible instrument of the modern warld primary tool of daily
business. Yet electronic messaging as we know it would be utterly impractical if not for
very advanced countermeasures and constant vigilance on the part akngtexators,
Internet service providers (ISPs), email service providers (ESPs) and security application
developers. Without their efforts to fight abusive messaging, spam could easily comprise
more than 99% of all email messages. The burden on useftsthoaigh one hundred or

one thousand messages to find a legitimate message would create an intolerable situation.
Yet these unsung heroes are few and need assiste@akng through the current
barriersthat block their countermeasures. This repoesatibes the way forward to

1 U.S.-China Joint Statement, Addressing Regional and Global Challenges, White House, Office of the Press Secretary,
19 January 2011. Addressing Regional and Global Challenges Article 16. This statement is provided in Appendix A.
www.whitehouse.gov/the-press-office/2011/01/19/us-china-joint-statement
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remove some of the most previously insurmountable bariiethiose that block

international cooperation.

The three foremost objectives of this initiative were to (1) openuine dialogue
between China and the U.S. on cybeusi¢g (2) acquire aleeper understandingf both
countriesd cyber secur i tcgnseasaosvguidaodarmesucing,

and

spam both between and beyond the two countries. Each of these objectives has been

achieved.

Genuine Dialogue

34 subjet matter experts formed the combined tedmat produced this report

Conversations were held over the course of 50 meetings, which took place in China, the

United States and neutral sitéBhe interactions were in a wide variety of formats,
including snall and large group faew-face discussions, live virtual meetings over the
Internet, and extensive electronic correspondendaoughout the process, team

members had ample opportunity to engage their counterparts on both the general policy

and technicahspects of the discussion.

Deeper Understanding

The interaction of the joint team included consideration of well over 500 analysis points.
These discussions covered a broad array of subjects, ranging from spammer motivations
to ISP business models,csa phenomenon to government interests, freedom of netizen

expression to legal restrictions, failures of existing policies to wadss best practices,

technical challenges to technology opportunities, local community outreach to
international collaboteon. The team considered practical next steps, as well as the
theoretical limits asserted by the mathematical model of communications. Here are four

examples of how mutual understanding was deepened during the process:

Insights Gleaned by U.S. Expe&bout ChinaSection 3.2

2. Cultural Transformation. The Internet is transforming societies all around the world.
But the transformation in China is particularly dramatic. This is because there has not
been such readily available technology, communications and international exposure
before. In China, both the rate and scale of online growth are impressive. Recognizing
the great advantages of convenience and low cost, a large number of netizens with
enterprising interests have opened businesses on the Internet. Such a phenomenon was
not only unknown to a previous generation, but also just a few years ago to the current
generation. Because spam is such an inexpensive way to advertise, there is constant
pressure to make use of it. This presents understandable challenges for China regarding
Internet management.

9. Key Role for Industry Leadership. The fact that the Chinese experts did not
advocate government intervention as the primary path to solving spam problems was a
surprise to many of the U.S. experts. The mindset and approach of the Chinese team
members was quite sophisticated in understanding the advantages of industry leadership
in promoting some spam-fighting measures. Like their U.S. counterparts, they see the
industry as sometimes faster than governments, which is important to keep in mind with
fast developing technologies. However, they did express the concern that, without
punitive measures, the voluntary measures of potential spammers may be ineffective.
The relative immaturity of Chinese policies to fight spam has prompted Chinese experts

13



to be action-oriented in implementing industry solutions, while considering legislative
policy options in parallel.

Insights Gleaned b@€hineseExperts Abouthe United State§Section 3.3

8. U.S. Spam Legislation Not Getting Job Done. The most visible policy approach to
fighting spam in the U.S. is a legislative measure.” This gave the Chinese experts the
view that Americans believed that government intervention would produce a unified
response and punitive measures to stop spam. Although the anti-spam bill was not
nearly as effective as hoped, the U.S. experts were less critical of it than they could have
been. The Chinese experts thought it is indeed important to launch effective punitive
measures by the government, but that industry is best positioned to find and implement
real solutions.

9. Less Knowledge about China Internet Industry. The U.S. experts had relatively less
knowledge about the Internet industry in China than the Chinese expertsé  hoatke U.S.
Internet industry. This is considered part of the reason that some anti-spam organizations
based in the U.S. treat IP addresses in China with bias, without adequate transparency to
Chinese practitioners.

The complete discussion bbw theeé ams 6 mut u al undisprevide@n di ng

in Section 3.

Joint Recommendations

This report presents two recommendations that, if implemented, will reduce the spam
originated by China, the U.S., and other countries. The recommendations angeprese

in Section 4, and summarized here:

Spammers have exploited weaknesses in international coordination in order to make their
identities more difficult to uncover, their spam messages mffreudti to recognize and
antispam countermeasures more difficult to apply. Thus, international cooperation on

policy and tactics is crucial to effectively countering spam.

Both countries have recognized international collaboration on fighting sparprasity

for several years. A natural next step is for the U.S. and China to cooperate on fighting
spam. The reasons for the current lack in cooperation include both simple and complex
factors,from time zones and languages to the intricate interacohbmetwork message
analysis and handling (Section 4.1). Until these issues are addressed, spammers will

2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003 (15 U.S.C. 7701).
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continue to be able to effectively exploit this environment. Therefore, the joint team
recommends that:

The Network Operators, Internet Service Providers and Email Service
Providers of China and the United States, along with peers in other nation-
states, should establish a forum where regular cooperation can be fostered
with the aim of reducing spam in cyberspace.

This recommendation presents immediatactionable guidance for addressing the

current lack of cooperation between China and the U.S. on spam. Industry experts from

both countries have already expressed interest in swiftty moving forward with this
recommendation. To create such a forum, ggsinternational forums in the United
States and China should proactively contact
network operators and service providers. Specifically, these organizations should adjust

their charters, expand their membersdigl plan their meeting locations to accommodate

members from the other country.

Required CommitmentsTo effectively implement this recommendation, industry
companies in both China and the U.S. must cooperate with each other, Chinese and U.S.
government gencies must encourage cooperative efforts focused on the reduction of
spam, and an international spdighting industry organization to engage both Chinese
and U.S. experts must be established.

Existing spardighting best practices have been vital for the continued viability of
electronic messaging. Best practices are also the hope for improvements in our current
situation.

Best practices are best developed when igm®me together and share insights. This
can be done within a company or agency, across an industry or country, and among
international parties. It is the last level that has not yet been fully developed.

International cooperation to develop best picas has been underway for several years.
However, cooperation between the West and China and, more specifically, the U.S. and
China, has been insufficient. This recommendation seeks to fill the void by pointing to
the 46 Best Practicedeveloped joinyl by the Chinal.S. team. If implemented, these

best practices would help reduce the origination, propagation and unintentional opening
of spam messages. Further, the dynamic nature of some of these practices would
continue to be effective as spammersitcwously adapt to defeat existing aspiam
countermeasures.

The Email Service Provider, Internet Service Providers, Network Operators
and Government Policy Makers of China and the United States, along with
peers in other nation-states, should cooperate to develop, maintain, and

15



voluntarily implement consensus Best Practices as appropriate, with
consideration of network configurations, business models and other
feasibility factors.

Required CommitmentsTo effectively implement this recommendatiomdustry
companies must implement best practices where appropriate, and contribute expertise to
best practice development collaboration. Chinese and U.S. government agencies must
implement best practices where appropriate, and respect the need for iedpsttyse

and experience to guide best practice development and application.

Consensus Best Practices

The combined team developed and agreedi®rBest Practices Each of these best
practices is intended to be voluntary, with the understanding thattémeled parties will

have the local knowledge and expertise to determine if their implementation is
appropriate and feasible. Four examples are provided immediately below. The
explanation for how to interpret the format is provided in Section 4.3. @dbtlese best
practices is already in use, demonstrating their effectiveness and operational fedsibility.

CN-US 11-007 Identification of Intense Messaging Business

- Email Service Providers and Internet Service Providers should u
acceptable se policies (AUPs) that require businesses that intentiol

II\?ZPI\T originate messages to register as such a user and clearly disclose their t
S category to recipients in their messages.
CN-US 11-015 Sooner is Better

‘ Network Opeators, Internet Service Providers and Email Service Provi
should prioritize antspam strategies that detect and remove spam messa

:\égss early as possible in their intended transmission path. This reduces ineffic
and the cost of transporting sutlessages across the Internet.
CN-US 11-023 Utilize FBL Mechanisms Across Borders

Network Operators, Internet Service Providers and Email Service Pro

B should make use of available Feedback Loop (FBL) mechanisms wit

NOs counties with which they interface in order to increase the informat
ISPs available to them to manage spam.

% SeeBest Practice Principlesf Section 4.3.
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CN-US 11-033 Voluntary International Agreements

B Government Policy Makers and the Industry should consider volu

GPMs agreements @oss hatiorstate borders that would be beneficial in reduc
NOs spam (e.g., closing down sources).
ISPs

Table 1 summarizes the Ch#bS. Fighting Spam to Build Truseffort in seven
numbers. The first and last speak to the importanteis subject matter, and the five in
between demonstrate that the objectives of dialogue, understanding and consensus
guidance were achieved.

Table 1. Summary Statistics

2 Cyber superpowers
2 Joint recommendations
29 Facets of Deeper Understanding
32 Subject matter experts engaged
46 Consensus Best Practices
500+ Parameter evaluations considered
X00,000,000,000 Spam messages filtered every day

Next Steps
The suggested next steps for each recommendation are spétctifiethil later in the
report (Section 4, ANext Stepso heading) . A

team members are encouraged by the new opportunities for future collaboration defined
by these recommendations.

Next steps also include engagirelevant parties and organizations in these discussions.

At the program | evel, the EastWest Institut.
strategic convener for ChiddS. trustbuilding in cybersecurity. In addition, the

i nstit uiesidclsde gsr\VWoddwidet Cybersecurity Initiative (WCI), in which it
partners with the wor | do sgoverenzedtionganizationsi nk er s,
(NGOs) and the Cyber40 governments in fashioning breakthroughs for international
agreements, standargmlicies and regulations (ASPR).

17



2. Introduction

This section provides background on the initiative, reviewing the importance of the undertaking,
outlining its objectives, defining its scope, and describing its approach.

2.1 Background

Throughait 2008, senior government and industry stakeholders engaged with the EastWest
Institute expressed their grave concerns about our increasing exposure to and reliance upon
cyberspace. Top military leaders equated the new dangers posed by this realmreathmsed

by nuclear weapons. Top political leaders spoke of the uncertainty introduced by all things cyber.

Both pointedly observed that international policy will play a vital role in the future of securing
cyberspace. After careful review of the Idage in light of thei n s t inti ustsd Gosn , EWI 6 s
international board of directors put in motion the EWI Worldwide Cybersecurity Initiative (WCI).

The WCIds structure and pri ofriTheiwCbkplasedn@highged i n t
priority on the relationships among the five most influential cyber powers, namely China, the

European Union (EU), India, Russia and the United Stat€ee WCI leaders drafted a broad

framework that encompassed a range of subjects, with significance attributeblitospiety,
economic stability and national security. On o1
trustbuilding measures and on the other, advanced cyber conflict policies. In between lay areas

such as critical infrastructure protection adr@omic stability. With this frame of reference, the
institutebegan to facilitate Track 2 bilateral processes.

The most immediate focus was the CHuW&. relationship. After consultation with the
appropriate stakeholders in both governments, EWhdaed a cooperative dialogue on
cybersecurity. The Internet Society of China (I8@f designated as theunterpart for EWI for
the initial cooperation.

This bilateral process partially fulfills objectives set out in policy statements by China and the

United States.ntheChi nes e g @¥le publicagonCGhifasand the Internét, the sixth

principle A Acti ve I nternati onal ,0EBnderdft@mas@leisnadsd aCdhopype
promotion offibilateral dialogué on topics related to the InterneéRarticipants in this procesan

attest to the support and commitment made by the Chinese government, companies and experts to
support this effort.For the United Stateshé 2009 White House Cyberspace Policy Reviede

international cooperatiothe seventh piority of a fiNear Term Action Plan. Specifically, the
objectivecalls for American$ o fistrengthen our international par
address the full range of activities, policies, and opportunities associated with cybersé t y . o

This importance of this bilateral process is underscored by the January 2011 meetings between
U.S. President Barack Obama and Chinese President Hu Jintao. In a joint statement, the

* The initiative commenced with an April 2009 meeting hosted at the U.S. Federal Reserve Board, in Washington, D.C.

*The f CyThesWChhas also formed the Cyber40, consisting of the G20 plus net most critical countries influencing

cyberspace.

® The Internet in China, InformationOff i ce of the State Council of the Peopleds Republi
28.

" White House Cyberspace Policy Review: Assuring a Trusted and Resilient Information and Communications

Infrastructure, Table 1: Near Term Action Plan, Washington, D.C., 2009, p. vi.
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presidents madermu t u a | commi t ment t canditemprehersivetUiShiea, cooper

relationship for the 21st centuryd0 And t hey speci fi catlol yf acdavlal necde
cooperation teeéubdttyesds cyber

Fighting Spam to Build Trustvas conceived as a careful step forward for the bihte
relationship, which is undeniably complicated. @re one hand, China and the U.S. are
profoundly interdependent, sharing economic and other ties. On the other hand, they often view
each other as competitors and potential adversaries, particulaypémnspace. The team who
wrote this report did so with the hope that competition in cyberspace can be replaced by
collaboration.

The choice of spam for a topic was not arbitrary Fighting Spam to Build Truseveals, spam

is a big problem that is tooften neglected. The jointly developed guidance presented in this
report, if implemented, will have significant impact on making cyberspace more efficient and
more secure.

The team views collaboration on reducing spam as a first step for Ghirtesellaboration on
cybersecurity and plans to consider increasingly significant subjects in subsequent reports.

2.2 Importance

This ChinaU.S. Track 2 bilateral oRighting Spam to Build Truss significantfor five reasons.
First, it is engaging the wo | dwd syber superpowerson the crucial subject of cybersecurity.
Second, it addresseshtdg, underreported and underappreciated problemin cyberspacé.
Third, it has accomplishetireakthroughs in cooperation between these two countri@s a
landscapef considerable mutual distrust. Fourth, the progregsals new potentialfor future
cooperation in the cybersecurity arena. Finale reportillustratesthe unique and essential
effectiveness ofndustry-led initiative .*°

2.3 Objectives

Three djectives were set for this bilateral engagement. The first objective vegemogenuine
dialogue between subject matter experts, business and other stakehoter€hina and the
U.S. The team was successful at this first steyglemonstratedby in-person meetings and web
conference meetingbat added up thundreds of persehours in interactive dialogue.

The second objectiyebuilding onthe first was todevelop a deeper understandingof each

ot herds perspecti ves. hisTobjextivedasdemonsivadeds byshe tacte s s f u |
that team members gadd a n advanced understanding of each

accomplished in part by the systematic review of over one hundred possible parameters that could
influence spam. For each paratee both sidesshared their views of itgheoretical,
effectiveness, desirability and practical consideratmingossible adjustmentsTeam members

8 U.S.-China Joint Statement.

° Network operators and ISPs are certainly aware of the spam problem. However, because of the improvements they
have made in dealing with the issue, we now have a situation where the general public is not aware of the amount of
spam that is filtered.

% The Institute has introduced Private-Public Partnership (PPP), as opposed to Public-Private Partnership (PPP), which
assumes a government leadership role.

! Meeting locations between China and U.S. team members included Beijing, Brussels, Dallas, the Lehigh Valley, New
York City and Orlando.
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had the opportunity to discuss each of themessible parameteradjustmerd with their
counterparts andtunderstand why a net assessment of benefit or harm was refidered.

Given the current state of ChithS. relations when it comes to cybersecurity, both sides
recognized that success with the first two objectalese representeslibstantial progressstill,

the team included third objective built on the previous two: taome to agreementson
international policy forreducingspam in cyberspacdiSection 3,Joint Recommendatiors,
provides guidance ahg these lines in the form of two joint recommdations and 4&oluntary
bestpractices.

2.4 Scope

There are four parameters that best define the boundaries ioitibis/e. These ar@ the parties
involved, ii) the definition ofspam, iii) thespamreduction efforts, and iv)trudtuilding. The first

two are presented in this section. The third and fourth are described in Sections 4 and 1,
respectively.

Parties Involved

This analysis was conducted by subject matter experts and other stakeholdéhifrarand the
U.S. All experts areitizers of their respective countriesid hae been engaged in some critical
aspectof ICT related to the interestsf network security, network operations, public safety or
national security®

As a Track 2 collaborative effort, these individuals were nfficial government authorities.
However, the leaders of both expert groups provided periodic briefings to their respective
stakeholders in Beijing and Washington, D.C. The collective experience of these asfdsrg

to over fivehundred years and inaes the broad range of expertise needed for an examination of
the subject matter. Many of the individuals involved were responsible for network security and
counteringmessaging abuse for the largest ISRiénUnited States and China

As the final $ep of the process is to conduct outreach, additional parties engaged at the final stage
have included, and will continue to include, network security specialists and other stakeholders.

Definition of Spam

After considerable discussion and analysis d$teng definitions, the team agreed that there are
four essential attributesf a message thaefine spami? When allthe attributes arpresent, the
messagés spam. When anyne of them is missing, is not spam. These four attributes &re:

e beinguninvited by the recipiertf
e beinghigh in volume'’

12 See Section 2.9, Approach, for more details.

12 Additional background for each team member is provided in the biography section.

 Email spam is often referredto as fij wnk Aemaimmon synonym i s unThetdainisi t ed bul k emai
aware of other definitions of spam. As the term itself, like many in the cyber world, is not semantically derived, it is
understandable why different definitions are offered. The attributes here embraced are arrived at based on both careful
analysis of existing definitions and consideration of the optimum utilitarian function of the word given the problems it
represents.

' Some published definitions assume the form is electronic. Others neglect to specify being wide in distribution, perhaps
assuming that the high-volume (orfibul ko) nat ur e aweweQ mamnynessagesrsenttdhthesame pekson
would be a form of annoyance, but not spam.

'8 Optional terms here include unwanted and unsolicited.

'7j.e. a single unwanted message to a few people is not spam
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e beingdistributed widely*®
¢ being arelectronic message in any form

Forms of electronic messaging include emalil, instant messaggigsearch enginé&x, Internet
site posting, mobile texting, SMS and ®eing as well as others.

While other forms of sparare evolving angrowing more problematienost spam is currently in

the form of email. Extensive experience with email spam allows us to provide additional insights
for this type of spam First, thesource of spam messages is often hiddEine message header
informationis often flsified so that the sendeentity or the email transmission routennot

be confirmed. The problem of spam is exacerbated by the use of botnets, whioheseades

from an infected computevi t hout the system or.” @mwmessageowner 6 s
sendes are often motivated by one of four primary ambitions: (i) commercial gain, via
advertising, epublications, and other promotional materigi) to commit ¢ime, such as
deliberate fraud, theft and other illegal activitfesiii) to cause harm bgpreading malwareor
launching attacks towards communications network or computer sy&tgrogculation that is,
disseminating information that might otherwise more difficult to spread such psrnography,
unwanted advertisementdgeological promotionterrorism propaganda and ethnisatimination.

This description provides better understanding of the intent and objectives of those responsible
for sendingspam. Such insights are helpful when considering possible countermeasures.

In addition to email, other spam incligdegnwanted high-volume widely distributed messages in
the form of Short Message Service (SMi&ssagesSPIT (Spam over Internet Tgleony),web
site postinggnd faxes.

The mobile world is experiencing a dramatic increase in types of malware. Types of malware can
include secretlychargingunsuspecting people by subscribing them to an unwanted service, or
sending SMS of Multimedia Fssage ServiceMMS), remote control throughhe Internet,
privacy theft, corruptio of dataand fraud. Mobile phone malware even has more propagation
channels than personal computer§hese include connectivity to the Internmbd transfer
application oftware from PCs, MMS, Bluebth and memory cards. Mobile services seem to be
experiencing more spam in China than in the U.S. This may be relatied telatively higher
utilization and lower cost of SMS and MMS in Chirsggending an SM#essage costsrt cents in

U.S., which is about siimes the cost in ChinaSuch a cost is an impediment to sending bulk
messages.

There are reasonable expectations that subscriber mobile devices will be overtaken in a similar
way, as botnetshemselvesarebecominga source of spam messageshieU.S. Actually, this has
alreadyhappened in ChinaRecent developments suggest that such compromises are beginning
to appearin the wildd in greater numbers arsbmeexperts predict a significant upsurge in such
incidenswill occur in the next two years.

18j.e. many unwanted emails sent to the same person is not spam

!9 Botnets are collections of software programs that run automatically and are often networked to work together over
multiple computer systems.

2 |llegal activity may be defined by the sending country, receiving country or any country in between.
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2.5 History and Growth of Spam

The essence of Aspamd is not new. Befbre t
and still is. The notivation for using junk mail and spanis similar, in that these are the to
economically attractive options for reaching many people with a message.

The first email spam is believed to have been a marketing message sent on May 3, 1978 to all of
the users at that time who were on the Advanced Research Projects Agency Network
(ARPANET)# The number of addresses was abB00. Since the turn of the century, the
volume of spam has explodedCurrent measurements put the number of spam messages
originatingevery dayn the order of magnitude of hundreds of billions (X00,000,0@m),0 Many
estimates suggest that email messages make up as much as 85 or 90% of all emails. Some
estimates are higher.

Table 2. Top Spamming Sources [Countries / Regions]

Source A B C D E R el
Rank
Argentina - 17 - - - Below Top 10
3 3 5 4 3
China - - - 10 Below Top 10
Columbia 7 12 - 16 - Below Top 10
France 9 11 9 6 - Top 10
Germany - 5 - 3 6 Data too variable
1 1 2 2 2
Italy 10 8 - 8 - Top 10
Korea 4 10 8 9 9 Top 10
The Netherlands - 18 3 13 - Below Top 10
Poland - 14 - 10 - Below Top 10
Romania 8 13 - 11 - Below Top 10
2 4 4 12 4
Saudi Arabia - 15 - 18 - Below Top 10
Spain 9 16 - 14 - Below Top 10
Taiwan - - 7 17 - Below Top 10
Ukraine - 9 - 15 7 Data too variable
United Kingdom - 6 10 5 8 Top 10
6 2 1 1 1
Uruguay - - 6 - - Below Top 10
Vietham 5 7 - 7 5 Top 10

An actual accurate count of spam emails is not possible. For this reason, spam estimates are
made on an order of maitpdei e.g., as presented in Table There are numerous sources that

offer statistics on spam. However a simple comparison among these numbers shows
inconsistencies. This is understandable because the methods of measuring spam aré’different.
Differences inalde the number and locations of deployed equipment, the decision made about
what is actuallyconsideredh spam message and conclusions drawn about the actual source of the
message. Even with this variatjghere are still some consistencies that canrbe fom this

L \Waters, Darren, Spam Blights Email 15 Years On, BBC News, 31 March 2008.
2 1t is unfortunate that coverage and other limitations are not forthcoming with the provide statistics, as this would assist in
the compilation of the available statistics in the aggregate.
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analyss. For example, Table 2 belgwovides a summary @&pam statistics frorfive industry
sources

A worthy observation of the data in the above table is that, all other conditions being equal, larger
countries will tend to be proptiwnally larger contributors of spam. For the most part this holds

true However, the striking exception is China.
a disproportionatg low contribution to sending spam outside its bord@fs.

2.6 Thdmpact of Spam

Spam is a global probleras it pollutes our shared cyberspace with quadrillions of junk bits each
day? The impacts of spam are nontrivial and can be observed in terms of security, soeial well
being, economics, environment, performancabdement and quality of experience.

A r e c iqgpaliteof éxgesences degraded due to the diligence required in screening for spam

and in the timerequiredto manually evaluate and delete sfAmF ur t her , a userb6s e
may be degradedintha s ome net wor k or | ocal filters wildl F
nonrspam andthereby block good messages. Spam brings a bad experience to email users, as

well as subscribers to other servitige SMS.

Spam has also become anablerin that it can serve as the vehicle for malicious code
introduction or other crime such as phishth Spam often spreads malware and launches
attacks towards computer and network secur@pam is also an enabler in another sense, in that
it createghe resenue stream that funds other malicious activities.

Spam impedes netwogerformanceas it congests networksource, queues and processor time,
thus causing delays of legitimate messages throughout cyberspace. Several studies suggest that
spam makes ugs much a80% of all email traffic globally?

The environmentalimpact of spam has been projected in terms of global annual energy
consumption on the order tens ofterawatt hours?

The economidmpact of spam has been estimated asontheofderb0O a4 bi Il |l i on annual |
through connection feés. In addition, network operators must incur the cost of transporting,
filtering and managing these messaje®oth network operators and end users must bear the

% Reported as over 450 million as of the end of 2010. This is twice that of the U.S. China Internet Network Information

Center (CNNIC), www.cnnic.net.cn.

* With additional online users and online computers there is an assumed potential for additional abuse of messaging

services.Fact ors that may contri but e t thenathral lamgdage bareaamd theexising on ment i ncl u
government role in managing aspects of the Internet.

# Calculations based on survey of published estimates for average number of daily emails (500 billion taken), percentage

of email that is spam (85% taken), and average spam email size (5KB taken).

% The time required for an average recipient to determine that a message is spam and then delete it is estimated to be

aPproximater 5 seconds. Spam, time, and you: An educational video from Gmail, 26 October 2007.

# phishing is the illegal attempt to gain sensitive information (e.g., passwords, credit card numbers) through electronic

messaging by deceptive means such as appearing to be a trustworthy entity.

®per Symantec Messagelabs 3Q2M80| Reipwra,plilshinngvetryadBd e

® symantec MessageLabs 3Q2009 Report. This same report calculated the US and Canadian spam level as over 91%.

0g equivalent to the electricity used in 2. 4miidnl | i on homes,
gassenger cars using 2 billion gallons of gasoline. o Mc Af eeds Gl
! Commission of the European Communities Unsolicited Commercial Communications and Data Protection January

2001.

* There is a genuine point to be made that spam can have a positive economic benefit in enabling start-ups to establish

momentum and for generating sales of advertised items. However, this is a costly trade-off, given the inefficiencies

introduced.
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cost of storing these messages inlbmaies. From a business standpoint, spam harmgS$ire

ISP or Internet Content Provider (IC&)seputationfor competence.Spam can be thought of as

fan economic black holedo for the industry becau
to hande this traffic. Costs are therefore introduced by the need to build oversized networks,

operate these networks, purchase and update hardware and software, pay technical staff, handle
customer complaints, and cover many additional direct and indireatsege

Thesocial impactbof spam is felt in the unwelcome exposure of youth and others to objectionable

content, such as pornography, terrorist propaganda amaderials promoting ethnic

discrimination. Unlike other media, spam does not requiretiedee r 6 s i dent ity to be
Spam senders take advantage of the anonymity of the Internet, and this absence of accountability
emboldens negative human behaviors. Many corporate policies against sexual harassment are
routinely violated as sexually ebigit language and images are regularly routed to employee

inboxes.

Finally, the impact of spam asecurityspans electronic infrastructures at enterprise, network and
nationstate levels, as critical operational systems can be impaired as they sitein tie
presented workload or become exposed to malicious code threats.

2.7 Obstacles to Reducing Spam

Ridding cyberspace of spam would yield enormous benefits. However, there are formidable
reasons whyhespamproblemhas notyetbeen solved

First, spam workgor many businesses. It is simply the most economically efficient way of
reaching many people. For a ydow cost, a very large numbef messages can be sent, so that
even with a very low hit rate, the return on investment (ROI) carttzetive®* Another factor

is the uncertainty surrounding thegitimacy of advertisingwith varying degrees of legality for
commercial electronic messaging found in different countfiedt is more acceptable in some
countrieshan otherso do whateer you can talelivermessageto potential customers.

Whil e not as central, itbés also important to co
sell services to spammerdhese service providers make revenue from their business
relationshipsvi t h s pammer s. I f a wuserods traffic vol ume

use policy (AUP), then it is likely that the provider has a net financial benefit from the
relationship. Like any business, service providers want to keep their custormwrever, recent
trends suggest that they are less willing to accommodate spammers.

Second,spam workdor disseminating messages to large numbers of pébptaen for non
businesses, it is the most economically efficient way of reaching many pedpbdtical,
philosophical or other advocacy messages can be widely distributed instantly, and often from the
cover of a far away location and disguised identity.

Third, spam thrivedy exploiting the techna environment. There are foattributes & spam
that make for its potencypam is

* Most spam is generated automaticallyby gr oups of connected Asoftware robotso or botr
% A difficult special case is where broadcasting wide distribution electronic messages may be an illegal practice in some

jurisdictions, but the messages being sent may have a humanitarian interest (i.e. are not economically motivated).

® The Best Practices presented in Section 4.3 have a significant impact in reducing this effectiveness.
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Potentially viral, asthere is little impedance to proliferatidh

Untraceable asit is very difficult to identify the true originatpr

Automatedas computers can be contraidnl ed without
Mutable, andpreventative measuregainst sparare primarily reactive.

Fourth,spam takes advantage legal shortfallancluding theun-harmonized international legal
framework, lack of an attribution scheme for global networks and limitednatienal
cooperation. Spammers exploithe lack of cooperation across international bord&rgeting
foreign fields to avoid prosecution from governments at either network end.

Fifth, the problem of spam remains unsolved becadisssymmetry Thatis, spamis possible
because the cost on the sender is very small and the cost on the infrastructure and recipient is
much higher. This is known as a resource asymmetry and is at the root of all scalable denial or
degradation of service attack®ur inalility to alter that imbalance is one of the main challenges
posed by spamSomehavetried to address thige.g., a minimunthargeperemail), but havenet
rejectionby the market

Sixth, spam remains unresolvé@cause of several fundamental differertbas stem from social
values and politics priorities. These present serious policy challengesammahly be resolved
throughboth national and international cooperatioit the heart of such issues are questions
like:

e Shouldpersonal freedonenableusto send messages to other parts of the world where

there are different laws?
e How is privacy to be protected when measures are being considered that can monitor

neti zensod use of the I nternet, such as messa:
e |If something is annoying, is it wrong?

At a global level, there is digreement or moral ambiguity tmese and related issues.

2.8 Expectations for Reducing Spam

Given the reasonable use of electronic messaging for commercial intedetitgy cyberspacef

all high-volume, wide distributioimessaging is not a goal of this effort. Indeed, there would be
much resistance from legitimate business interests to doing so. Rather, the objective is to reduce
messages that are illegal in the jurisdictions in which they originate or are delivered.

% viral is a term created by new social media networking to describe something (e.g., website, video, message,
application) that has spread to a huge number (millions) of users in a very short interval of time (e.g., a day). The term
has transitioned from slang to commercial use where software that counts views of content is now called viral metrics or
viral measurements.
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2.9 Approach

Eight-Step Process

A custom process was created to meet the needs of this special bilzgaggment. The process
design wa aligned with thebjectives, scope, methodologies and principles outlined throughout
this document. The praess was developagking engineering problersolving principles, the
Eight Ingredient (8i) Frameworndextensive international consensus development experénce.
As team members were aware lbé tpioneering nature of this endeavbey gavegreat cardo

the accuracy of the communications that took place throughout the process. In athdition,
gaveconsiderable care to the certainfitheconsensuas itwas being established.

The t eamb ss td ddvarceé from tbilateral to a mudtieral process This will be
accomplished via outreach, as team members elicit iinpot respective stakeholdersWith
joint planning, the teamagre@& on appropriate venue$or preserning jointly developed
recommendation®.

Methodologies

The team used foumethods to make thprocess of considering possible g@eters rigorous.
This rigor significantly increased the workload, but provided rich insightsesefour distinct
methodswere:

Businessmotivationanalysis

Study of the model ofammunicationgheory

Application of the kght Ingredient(8i) Framework

Review of &isting agreementsstandardspolicies andregulations (ASPR)

oI > D

For the first, the team reviewed the current dominant commercial motivations for sending spam.
They also discussed how spduas evolved and is likely to evolve. The underlying motivation
factors were then considered in the development of countermeasures to fight spam.

The Mathematical Theory of Communication was consulted to ground the analysis in a
trustworthy and fundameaitmodel of the communications procd$sThis enhanced the analysis

of the sequential progression of the spam message from source to target. Another useful benefit
of this structure was that it offered a different take on the fact that spam messagéierare
cloaked with deception to disguise their source or their real intent. This is a noticeable
abnormality in that, unlike a typical communication scenario in which noise reduction is
optimized, here noise is intentionally introduced by the sendes nilise makes it harder for the
communication system to properly understand and handle the message, and it makes it more
difficult for the receiver to interpret the message accurately.

3 Notable success was achieved with this approach as has been seen with the EC ARECI and IEEE ROGUCCI Reports.
See http://ec.europa.eu/information_society/policy/nis/docs/studies/areci_study/areci_report_fin.pdf) and www.ieee-
rogucci.org .

¥ e.g9., The Message Anti-Abuse Working Group, the EWI-IEEE Worldwide Cybersecurity Summit, etc.

% Shannon, Claude E., A Mathematical Theory of Communication, Bell System Technical Journal, 1948.
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The 8i Framework played a critical role in prompting the systematic analysis of the possible
parameters that could be adjusted (Figure 2). As most of the parameters considered were
identified by thismethod, it proved to be the most prolific source for the generated best practices.

ICT INFRASTRUCTURE

Power Software Payload

EnVirenmenty Hardware Networks Policy

Figure 2. The 8i Framework of ICT Infrastructure®

A fourth method used to identify parameters that could be adjustedaveasisideratin of
existing ASPR including mlicies from China and the U.Sas well as other countriesin
addition,the team reviewethe practices of the companies involved in bilateral study As a
result of his analysis, the team identified existing besttipecdeemed useful by experts outside
of the source country or company.

Figure 3 provides a summary of the assessments made by each country regarding the possible
spam parameter adjustments. The original plan was for both groups to independentit arrive
single evaluation score for each parameter. However, both sides decided to make use of two

40 ATIS Telecom Glossary; Proceedings of 2001 IEEE Communications Society Technical Committee Communications

Quality & Reliability (CQR) International Workshop, Rancho Bernardo; Rauscher, Karl F., Protecting Communications

Infrastructure, Bell Labs Technical Journal Homeland Security Special Issue, Volume 9, Number 2,2004; The Presi dent 6s
National Security Telecommunications Advisory Committee Next Generation Networks Task Force Report, March 28,

2006, Background and Charge; ATIS Network Reliability Steering Committee (NRSC) 2002 Annual Report; Network

Reliability and Interoperability Council (NRIC) VI Homeland Security Physical Security Focus Group Final Report, Issue 3,

December 2003; NRIC VII Wireless Network Reliability Focus Group Final Report, Issue 3, October 2005; NRIC VII Public

Data Network Reliability Focus Group Final Report, Issue 3, October 2005 (www.nric.org).
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parameters to enhance the ability to express analysis conclusions. The Chinese rated each
parameter based on fAi n t heorugedasaledhatfrangedfpmact i c e ¢
0 (low) to 9 (high) to indicate relative correlation. Likewise, the Americans rated each parameter
based on fidesirabilityd and Aeffectivenessd and
While the respective fitsterms are quite similar and likewise the latter, the team decided that

leaving them as is was appropriate. Only those parameter adjustments that received a score above

the midline for all four parameters were accepted as a consensus position of éaeorabl

pursued.

Figure 3. Fighting Spam Parameter Adjustment Analysis Summary
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2.10 Principles

One Team
Unlike the Olympic Games, where the best Chinese and U.S. athl-*~~
compete against eachther, participants of this bilateral initiative

participated orone combined team against the common opponent tmm”m“m"""IWW/{J WW

the sparmin cyberspace. Participants included subject matter exps

from equipment suppliers, infrastructure operators, netw( g o it
operators, 18s, and ESPs as well asresearchers andther : 2 4 7
stakeholders. The expertise and experience of these individ S \_

~ - .

spanned science and engineering, business and law, and acar =
andthemilitary. Team members demonstrated a commitment to .
process as was demonstrated by a degree of intellectual
engagement, patience in seeking to understand each other, and genuine desire to achieve
objectives for the mutual benefit of China and the U.S., as well as other countries.

Track 2

This cooperative dialogue ied and supported by ngiovernment organizationdViost experts
are primarily affiliated with acompany or academic institution. Both sigesvided periodic
briefings to their respective government stakeholders in Beijing and Washington, D.C.

Rigor

While arriving at a level of consensus, the teameracted rigorouslyon various points
throughout the process. Team members were even comfortable having this rigorous discussion
among themselves when théareign counterparts wer@resent, observingisagreements and
challenges. Participants saw thisinfettereddiscussion as the bestay to arrive at strong
conclusions.
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3. Deeper Understanding

The second pri mary objective of t he bil ater al
understandig of the other. This section captures important insights that American and Chinese
experts gleaned about the other countryobs respec

Dialogue alone does not guarantee that participants grasp expresseittidiedsd messages and
concerns. Rather, participants need to be diligent in clarifying statements and confirming the
accuracy of perceptions. The team did this well. At times, the conversation may have seemed
slow and overly cautious. However, the teditt manage to cover a comprehensive array of
parameters and angles regarding spam. The diligence and patience invested in this process
yielded a tremendous reward. Both sides penetrated predominant superficial understandings to
gain indepth insights thawill enable future cooperation.

3.1 Insights Gleaned by U.S. Experts About the U.S.

The following are six key observations made by the U.S. experts about the spam situation in the
United States:

1. Statistics reveal ineffective policy to date: U.S. mlicies intended to limit spam have
been insufficiently effective per the statistical evideHceThe existing policies have
neither sufficiently prevented the growth of spam in U.S. networks nor the U.S.
contribution to spam in international cybersp&ce.

2. Reactive posture prevails: There is a sense that spéighting is predominantly a game
of catching up and reacting. Rather than anticipating where spam will show up next, we
are too often reacting to it when it emerges in new contéxt4ore proactie planning is
needed.

3. Relationship investment required: U.S. network security engineers havet
previously prioritized nurturing personal relationships with their Chinese counterparts.
Such trusted relationships are a prerequisite for collaboratifighaing spant* Trusted
relationships exist along a spectrum, beginning with extremely cautious interactions.

4. Consumers have varied experience regarding email spanmfhe reasons are complex
and stem primarily from the interaction of three factors: thapexity of the Internet,
the business model implementation of the company managing the email account and the
company messaging abuse practices. For example, popular free email services are
designed to exploit the actauwertisemenht [Thlkger 6 s me s
services typically have no customer care support. On the other hand, network operators
that provide email services for a revenue stream have both customer care concerns and an
economic interest that complicates their practicestadt, electronic message advertising
is a business model for some of their users.

41
Table 2.
“2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003 (15 U.S.C. 7701).
“ This is not only true in the U.S. but internationally.
* Rauscher, Karl, F., ARECI Report, European Commission, Brussels, 2007.
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5. Abuse of the economic landscapeThe hierarchy of the Internet played a key role in
enabling it to grow and be cesffective for everyone. However, the same hierarchy
makes spam control complex and creates ineffective cost for use algorithms. The best
control measures for spam tend to be at the sending source or at the target destination.
However, network operators, who must bear the cost of carrying the messagadyar
getting paid for carrying the bif8.*® This creates the situation where network operators
are carrying bits with no connection to revenue, and yet can be asked by the destination
to stop delivering messages that must be blocked.

6. Resigned to livewith spam: There are many highly skilled individuals and teams
working on reducing spam and they are making continued progress in their efforts.
Advanced technologies have been developed and introduced. On the other hand, spam
seems to be somethingattmany companies have accepted as a necessary annoyance and
cost of doing business. There are currently no aggressive efforts that are likely to
completely eliminate spam from cyberspace.

3.2 Insights Gleaned by U.S. Experts About China

This sectiondetails nine key observations that enabled the U.S. experts to better understand the
Chinese business environment, their Chinese counterparts and their experience in fighting spam
in China.

1. The proportions of China present scalability challenges: Well over one billion
citizens, nearly one half billion netizens, and a steep growth rate of online accounts and
company subscribdrases in the hundredillion order of magnitude are profound
statistics’® *° Chinese ISPs make even the largest U.S. comparflestren whether
their processes and practices could scale

2. Cultural transformation: The Internet is transforming societies all around the world.
But the transformation in China is even more dramatic. This is becausz l@&smever
before had such readily available technology, communications and international
exposure. In China, the rate of online growth and the scale are impressive. Knowing the
great advantages of convenience and low cost, a great number of netizens wit
enterprising interests have opened business on the Internet. Such a phenomenon was
unknown to not only the previous generation, but also to the current generation until just
a few years ago. Because spam is such an inexpensive way to advertise,dbestaint
pressure to make use of it. This presents understandable challenges for China regarding
Internet management.

3. China is being a good neighbor when it comes to spamChina is on a successful
trajectory in its fight against spam. Spam statistiosn both Chinese companies and
independent sources confirm that the Chinese have made remarkable progress in reducing

“ i e. they do not inspect the message content.

“® This is a fundamental difference with traditional postal email, where the sender bore the cost of postage.
“7 Again, this observation is applicably beyond the U.S.

“® The population in China is over 1,338,000,000.

“* Tencent and Netease each have over 300 million email users.
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their outgoing spam to the rest of the waofldn particular, the level of spam being sent
to the U.S. has decreased sequentially eaeh of the laghreeyears.

Sensitivity to content: During the conversations about what makes up spam, the initial
conversations included much discussion about the dangers of spam. The Chinese experts
pointed out the harms of spammcluding the ideahat spam serves &as carrier for
malicious code as well as content that may cause social instabiitgrials propagating
ethnicdiscriminaton, pornography and other illegal material.

Information sharing: In order to describe the status of spam @hina
comprehensively, the Chinese experts shared statistical data with U.S. experts, which was
important to making various points on spam trends. They offered the data willingly in a
collegial spirit because it would help support the project.

Focus onthe practical. The Chinese experts had a tendencfotmstheir attention on

the handsn aspects of the conversation. They had a higher interest in topics where
implementation was tangible. There seemed to be a tendency to give a lower rating to
ideas where the implementation was not already being practic@this pragmatic bent
included a calculation of the efficiency associated with options discussed. However, the
focus on the practical did not impede acceptance of more creative recommendations.

Professionalhumility : The Chinese experts seemed quite modest in their representation
of their skills and knowledge. They were quite complimentary of the U.S. However, it
was clear that they were very knowledgeable and experienced in operating setwork
understanding business models and reducing spam.

Asymmetric awareness The Chinese were more aware of U.S. companies than were
the U.S. experts of the Chinese companies. This is likely because of the global presence
of many U.S. companies (e.g., &e, Yahoo!, Microsoft, etc.).

Key role for industry leadership Many of the U.S. expertwere surprised thahe
Chinese experts did not advocate government intervention as the primary path to solving
spam problems The Chinese team membé@rsnindset and approach was quite
sophisticatedvhen it came tainderstanding the advantagesimdustry leadership for
some spanfighting measures. Like their U.S. counterparts, tldeg industry as
sometimes faster than the government, which is important to keefinid with fast
developing technologies. However, they did express concern that, without punitive
measures, the voluntary measures of potential spammers may be ineffeclive
relative immaturity of Chinese policies to fight spam basouragedhe Chinese &perts

to be actiororientedin implementing industry solutions, while considering legislative
policy options in parallet!

% Table 2.

* Section 2.4 Scope.

*2 Figure 4 provides evidence for this observations. When an opportunity was rated low, for the Americans it tended to be
for desirability reasons, whereas for the Chinese, it tended to be for practical reasons.

* The U.S. expert team notes that this observation is not limited to China, as it is in fact an element of discussions that
applies to the U.S. and Europe.

* The Chinese team members referred to industry-led, or voluntary measu r e s a@i Sicieplfi ne. o
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3.3 Insights Gleaned by Chinese Experts About China

The following are five key observations made by the Chinese expeotst dhe situation
regarding spam in China:

1. Spam is like a mouse on the street: Everyone hates it.From the end user to the
Internet operation level to the government level, everyone is clearly opposed to spam.
End users hate spam because it cagctly damage their computers. ISPs hate it because
many IP addresses used to spread spam are thrown into blacklists and blocked. The
government hates spam because of public press to strengthspamtivork.

2. Lack of anti-spam lkgislation Besides theRegulation oninternet Email Service
Managementthere is no law on or regulation of sparBo far, the regulations mostly
forbid E S Plsad behaviorsrather thamegulating the behavior of email users who might
send ouspam on purpose.

3. Great achievemems made by industry based on the principle of seffiscipline:
Many countermeasures have been adopted by the industrial sector. Examples include
fixing up default open relay email servers, training email server administrators,
establishing reporting andhandling mechanisms, publishing a spam blacklist and
cleaning up zombie networR3.

4. International cooperation and promotion should be enhanced: Although ISC has
established relations with the International Telecommunications Union (ITU),
Organization for Economic Ceoperation and Development (OECD), Asia Pacific
Organization on Antspam (APCAUSE), and other international organizations, direct
cooperation bet ween Chinads | SPs and ESPs
inadequate. Without direct and effiwet collaboration, Chinese ISPs and ESPs cannot
work with international counterparts in a timely manner. A lot of spam sources cannot be
stopped and finally get blacklisted. China should further strengthen international
cooperation through various chatsén order to promote China's achievements and
experiences, and cooperate with other interested parties to promote gloksdaamti
work.

5. Improve ASPR: China also needs to further develop and modify thesgaim technical
standards and the terms of agrent for industrfed initiatives. These are important
stepsfor copingwith new emerging problems, such as the difference between legitimate
commercial email and spam and making it easier for end users to understesphamti
email services.

%5 Zombie networks refer to botnets.
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3.4 Insights Gleaned by Chinese Experts About the U.S.

This section details ninkey observations that enabled the Chinese experts to better understand
the U.S. business environment, their American counterparts and their expefiginteg spam
in the U.STheyinclude

1. Framework and methodology The U.S. expertgwvested time early in the process
to developthe proper framework and methodolotpefore delving into the issues
Generally this approach would lead to a more comprehensive output ardeciceds.
In contrast to th&).S. expert8attention to theory and policthe Chinese expertscused
more onengineeringandtechnical approaches to solve the problems.

2. Maturity and experience The U.S. teanhad a rangeof expertisethat included
technical and engineering as well as legal and policy backgrounds. Even those with
technical expertise had interest in the policy aspects of the discussions. This may be
attributed t avetade expdiien@eing nggr antheisade highethan

that of theChinese expertsThis is because th€T industry developed much earlier

the U.Sthan in China.

3. Remotecollaboration: Virtual meetings over the Internet are much more acceptable
to the U.S. groups than to the Chinese groupgee Virtual meetings were managed
effectively to enable collaborative interactive work by the team, despite the disparate
geographical locations. The U.S. experts were more comfortable working remotely
because they were familiar with this format.

4. Spam statistics and coordination: There seemed to bkess of an industry
coordinated nationwide effort oantispam collaboratiorin the U.S.than in China.
There did not apgar to be an American equivalent to thati-Spam Center othe ISC.
The statistichdata on spam to be shared by the U.S. expeais often fronthe third
party securityservicecompanies Many companies were trying different measures to
block spam, but there seemed to be no spedifiied rules in this field®

5. Time horizon: There was a feeling that the implementation of ideas interested
the Americansvas based on a lorigrm effort, which seemed a little different fratre
thinking of the Chinese expertwho expectedmmediate practice or testing before the
fastdevelging technologyrogressedoo far.

6. Respectful discussion Both the U.Sand Chinese experts overcame barriers in

language, culture and ideology to makedreogue verysuccessful.ln the conversation,

the U.S. experts always doutilbecked theChi nese expertsd ideas to
understood correctligefore the two pads went in different directionsThe U.S. experts

also allowed enough time for the Chinese experts to explain their ideas.

7. Professionalresearch andtool utilization: It was very clear that the U.S. experts
were using a professionapproachand making good use oésearchiools They had
systematic proceduréisat ledthe team to achieviaeir goals.

% Many U.S. messaging experts are actively engaged in industry collaboration taking place under the auspices of the
Message Anti-Abuse Working Group (MAAWG), which is an international organization. The level of coordination taking
place at the national level in this or any other forum is less extensive than what is coordinated by the Internet Society of
China in China.
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8. U.S. Spam legislation not getting job done:The most visibbe policy approach to
fighting spam in the U.S. is a legislative measir@his gave the Chinese experts the
view that American®elieved that government intervention would give unified provision
for stoppingand punitive measures to stop spafithough the effectiveness of the anti
spam bill was unsatisfying, the U.S. expevere less critical of it than they could have
been, given its resultsThe Chinese experts thoughtis indeed important to launch
effective punitive measures by the governmént, industry is best conditioned to find
and implementeal solutions.

9. Lessknowledgeabout Chinad #ternet industry: The U.S. experts Hdirelatively
less knowledge abouhe Internetindustry in China compared to the Chinesxperts
understandingf the U.S. Internetindustry. This is considered part of theeason that
someanti-spam organizations based the U.S. treat IP addressé&s China with bias,
without adequate transpamgnto Chinesgractitioners.

The team meets in Beijing

5" The CAN-SPAM Act.
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4. Joint Recommendations

The previous sections demonstrated the teamods
bilateral opening genuine dialoguand developing deeper understandingThis sectia is

devoted to the third objectiveoming to agreemertdn international ASPRo reduce spam in
cyberspace and its negative impact on recipients. With this focus on international policy, it is

here noted thahe focus of the guidance provided is on ASPR

This report submits two joint recommendations d46dBest PracticesEach recommendation is
actionable and, if implemented, can be effectiveeniucing spam The experts from both sides
urge timely consideration and action for each of these reeniations.

Industry Leadership

The implementation of thes@aqommendations will require both leadership and support from
governments, industry and NGOslowever, loth the Chinese and U.S. experts acknowledged
that industry must play a leading role in dgaing the problem, discovering effective solutions
andimplemening these solutionsThis joint conclusion was derived from the simple fact that
primary technical expertisand operational knowledge resd with the individuals within
companies whotild, operate and own networks or otherwise provide services uporrthEnis

is an example of industigd private-public partnershif’

Voluntary Measures

Further to theabove point, most of the provided guidandekes the form of voluntarybest
practices. As such it is important to appreciate that the applicability of ebektpractice for a

given circumstance depends on many factors that need to be evaluated by individuals with
appropriate experience and expertise in the sameaddrassed bthe bestpractice

While thebestpractices are voluntarpetwork operators, ISPs and ESiPsuld we aware of the
consequencesf not performing due diligence. Aside from possibly losing subscribers frustrated
by poor customer service and being behindctiree in best practice deployment, they may very
soon unintentionally cultivate a colossal amount of spam.

Recommendation Presentation

Each recommendation is presented in a concise manner in order to support critical -decision
making, to maintain the maentum from the report development and to mobilize resources
toward action. The outline of the recommendation presentation is as follows:

N

Title - for identification and a summary

Background - to provide the essential elements of the context of the mng addressed
Recommendation - to identify who should do what

Required Commitments - crisply outlines the requirements from critical parties for success
Benefits - encapsulates the value proposition for implementing the recommendation
Alternatives and Their Consequences - outlines the other options and likely outcomes.
Next Steps - offers suggestions for keeping momentum and focus

Measures of Success - provides means to objectively evaluate performance

D> > >

%8 j.e. those purely technical are excluded. Some policy or cooperation aspect is associated with the guidance included.
% Table 3 provides a detailed outline of the best practices with the primary implementation roles.

 ppPp, to emphasize the role of the private sector leadership; a phrase coined by the author in keynote speech prepared
for the European Union Ministerial Conference on Critical Information Infrastructure Protection, Tallinn, 27-28 April 2009 ;
Also, A Conversation on Information and Communications Infrastructure Dependability, IEEE, 2009.
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4.1 Improved Industry Cooperation

Background

Spam messages often traverse long distances across multiple networks. The passage between
multiple networks can make it more difficult for network operators and service providers to trace
the path of a message. This difficulty can be even more pnoed when the interface is
between two countries. Indeed, spam generators have exploited weaknesses in international
coordination in order to make their identities more difficult to uncover, their spam messages more
difficult to recognize and countermemss more difficult to apply. Thus, international ASPR is
essential to effectively fighting spam.

International collaboration on fighting spam has been recognized as a priority by both the U.S.
and China for several yedts® A natural next step is fahe U.S. and China to cooperate with

each other on spam. Currently, there is a gap in cooperation for both simple and complex factors.
One simple reason is the language barrier. A spam countermeasure discussion among network
security engineers involveadvanced concepts and terms that make a conversation quite
involved, thus a high level of language skills is required. Other simple reasons include the time
zone challenge and the gener al |l ack of ®awarenes
In addition to these factors, there are other, less simple reasons for the current stunted level of
cooperation on fighting spam. One more complex reason is that there is insufficient relationship
development between network security engineers from bothtoesf* Another factor is the

general context of mistrust that dominates ICT discussions between the two countries. Until
these issues are addressed, spammers will continue to be able to effectively exploit this
environment.

This recommendation adekses this gap head on by presenting immediately actionable guidance.
In addition, industry experts from both China and the United States are interested in swiftly
moving forward with this recommendatibh. This recommendation calls on existing
international forums serving each country to proactively connect with each other, and with
network operators and service providers. Specifically, these organizations should adjust their
charters, expand their membership and plan their meeting locations to accaenmedabers

from the other country. e new forum maybe used to exchangddas about countermeasures,
antispamtechnology and incidents special interest

®* The 2005 Seoul-Melbourne Anti-Spam Agreement: This Memorandum of Understanding (MoU) was signed by

Australia, China, Hong Kong, Japan, Korea, Malaysia, New Zealand, the Philippines, Thailand and Taiwan.

2 U.S. network operators and service providers are actively engaged in private sector-led international initiatives such as

the Message Anti-Abuse Working Group (MAAWG).

8 Asymmetric Awareness, Insights Gleaned by U.S. Experts About China, Section 3.1.

® people ultimately trust other people, making personal relationships vital to improvements. See Key Finding 98,

Availability and Robustness of Electronic Communications Infrastructures (ARECI) Final Report, European Commission,

March 2007.

®At the time of this r epo rdpaitesophothsidechave expressed anentheisiaatic i nt er est e
willingness to engage their counterparts on fighting spam.
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RECOMMENDATION 1

The Network Operators, Internet Service Providers and Email Service Providers of

China and the United States, along with peers in other nation-states, should
establish a forum where regular cooperation can be fostered with the aim of
reducing spam in cyberspace.

Required Commitments
The effective implementation ofithrecommendation will requitke following commitments:

p2!

Industry companies in China must be committed to cooperating with their peers in the
U.S.

Industry companies in the U.S. must be committed to cooperating with their peers in
China.

Chinese and U.Sgovernment agencies must be committed to encouraging cooperation
that will focus on the reduction of spam.

An international sparfighting industry organization must be established anew, or from
an existing forum, that will be committed to extendingipgration to include both China

and the U.S.

p2 p2

p2!

Alternatives and Their Consequences
Alternatives to thispproach include the following:

o Do nothing. . . resultingin increased spam between the two countiéesl to the world

o Limit spamfighting coopeation to existing collaborative efforts. . resulting in lost
opportunity from open dialogue and deeper understanding.

o Government agencies seek to manage the industry interaction resulting in
cumbersome engagements with unnecessary politicaglmations.

Benefits

The benefits of implementing this recommendation begin with enhanced cooperation between
subject matter experts from the United States and China. This cooperation will enable a more
rapid response to network problems, enhancedtification spam and botnet sources and an
ultimate reduction in the spam that pollutes cyberspace. In addition, the careful trust built here
may advance the level of trust on increasingly more significant challenges in cybersecurity.
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Next Steps

Suggested next stepto generate and maintain the momentum fomplementing this

reconmendation include the following:

1-1. The antiabuse network security experts from network operators, ISPs and ESPs of China
and the U.S. meet to establish points @fitact between companies, compare observations
of spam trends and share experiences regarding the effectiveness and feasibility of spam
fighting countermeasures.

1-2. Chinese and U.S. ardbuse network security experts develop procedures for developing
trug and interacting on spam fighting initiatives

1-3. Anti-abuse network security experts from China, the U.S. and other interested parties meet
regularly to cooperate in fighting spam.

Measures of Success
The successful implementation of this recommendatan be guged by the following measures:

A. Points of contact established.
B. Trust evidenced by meaningful cooperation in fighting spam and botnets.
C. The establishment of a industigd, inclusive international forum for argpam governance

D. The reductio in pamgenerated from both countries
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4.2 Voluntary Implementation of Expert Best Practices

Background

Electronic messaging as we know it would be impracti€at were not for very advanced
countermeasures and constant vigilance on the pagtwbrk operatorsiISPs, ESPand security
application developersVithout their efforts, spam could easily comprise more than 99% of all
email messages. Most users would findresultingburdenof sifting through one hundred or one
thousand messages to dira singlelegitimate oneto be unacceptable. Thus, existing best
practices have proven vital for the continued viability of electronic messaging. Best practices are
also the hope for improving the current situation.

Best practices are best developecewlexperts come together and share insights. This can be
done within a company or agency, across an industry or country, or among international parties.
It is the last level that has not yet been fully developed.

International cooperation to develop bgsactices has been underway for several y&ars.
However, cooperation between the West and China, and more specifically, the U.S. and China
has been insufficierif. This recommendation aims to improve cooperation by pointid@ tBest
Practicegdevelopé jointly by the combined Chird.S expert team. If implemented, these best
practices would reduce the origination, propagation and unintentional opening of spam messages.
Further, the dynamic nature of some of these practices would offer countermessiereas
spammers continuously adapt to defeat existingsgain countermeasures.

RECOMMENDATION 2

The Email Service Provider, Internet Service Providers, Network Operators and
Government Policy Makers of China and the United States, along with peers in

other nation-states, should cooperate to develop, maintain, and voluntarily
implement consensus Best Practices as appropriate, with consideration of
network configurations, business models and other feasibility factors.

Required Commitments
Theeffective implementation of this recommendation will reqtfefollowing commitments:

p21

Industry companies must be committed to implementing best practices, where
appropriate.

Industry companies must be committed to contributing expertise to besicg@ract
development collaboration.

Chinese and U.S. government agencies must be committed to implementing best
practices, where appropriate.

b

p2

% Examples of existing international cooperation include the Message Anti-Abuse Working Group (MAAWG), ETIS Anti

Spam Cooperation Group, and the Spamhaus Project.

“AThis dialogue with China iisa ar enaols ts twieptateinent éuata MAAVEGGhairmano u g h
Mi chael O in Referencd #orthis bilateral initiative. http://www.ewi.info/first-china-us-effort-fight-spam, February

2011.
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A Chinese and U.S. government agencies must respect the need for industry expertise and
experience to guide the despment and application of best practices.

Alternatives and Their Consequences
Alternatives to this gmroach include the following:

o Do nothing. . . resultingin increased spam between the two counties throughout the
world.

o Confine best practiceigtussions to current parties . . . limiting the potential maturity and
implementation of the aggregate best practice guidance.

o Government agencies mandate network management practices resulting in
suboptimum network performance and redudadustry flexibility to respond to
concerns.

Benefits

If implemented, this recommendation will provide cuttedpe expertise and experience to help
both countries fight spam, and the related problems of computer viruses and Internet fraud.
Further, as the efft extends to other parties, this expert guidance process will be leveraged to
develop and deploy even better best practices.

Next Steps
Suggested next stefisbuild and maintain the momentum fionplementingthis recommendation
include the following

2-1.The network operators, ISPs and ESPs of China and the U.S. consider each of the best
practices described in this report and, where appropriate, implement them.

2-2.China, U.S. and other willing parties collaborate to maintain and continuously improve upon
the best practice guidance.

2-3. Based on feedback from the above steps, a trusted neutral entity should ddpedisical

and financial arrangements needed to support the implementation of the agreement.
Measures of Success
The successful implemetitan of this recommendation can be gauged by the following measures.
A. Best practices are implemented.
B. Best practices are updated and maintained.

C. Spam generation and transmission is reduced.

D. Botnets are identified and shut down.
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4.3 The Consensue® Practices

This section introducegshe consensus best practice guidance for reducing spéén.Best
Practicesvere articulated and agreed upon based on the methodologies outlined in Section 2. As
stated earlier, these best practices are intendedvolinetary and, as such, are flexible policies.
They represent reasonable behaviors for one party to expect another party with whom they
interface or interact.

Spam Lifecycle

In order to appreciate the purpose of each best practice, it is helpful tdevoh lifecycle of
spam. Figure 4 below provides a higlrel outline that builds on the lifecycle to include the
international context, primary actors and principle objective of countermeasures (i.e. best
practices) for each stage of the lifecycle.

At the beginning of the lifecycle, spam is created by a spammer in a given country (Phase A).
Best practices to address this stage of the lifecycle are best focused on addressing the motivation
of the spammer. In the next stage (Phase B) of the lifeciltd spam is inserted in some
electronic format (i.e. email) by the spammer. The primary objective of countermeasures in this
phase is to reduce the volume of messages being inserted. The spam is then distributed by ESPs,
ISPs and network operatorsthmeir networks (Phase C). Countermeasures that fight spam at this
stage are chiefly aimed at detecting the spam being transmitted. The next step is for spam to be
handed off from one network to another (Phas&DJhis is typically where it may encounte
international barrier(s). Countermeasures that can assist networoffgden are built around
information sharing between network peers.

KEY International Quality Management Framework for Spam
Country or . .
Region: Source Interfacing Target

. . ESPs, ISPs &
Primary Actor: Spammer Network Operator End User
Lifecycle Phase: Creation Insertion Distribution Hand-off Receipt Opening
Countermeasure Reduce Reduce Detect Filter

Objective: Motivation Volume Transmission Share Data Messages Report Abuse

A B Cc D E F

*includes botnets .
International

demarcation

Figure 4. An International Quality Management Framework for Spam

The final two phases are reserved for spam that has reached its target destination. First, the spam
is received (Phase B). Effective countermeasures at this phase mainly filter messages. At the
final phase of its lifecycle, the spam message is opendtebynd user (Phase #)At this point

¢ Spam messages targeting the same network would of course possibly stay within that network.

% The recipient may be a corporate or university network. Policies of public ISPs can be different from that of corporate or
university networks.

™ Not all messages that pass filters will be opened. This is for illustrative purposes to complete the lifecycle.
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the result may be harmless, or the end user computer may be exposed to malicious code, or the
end user may be presented with a fraudulent message or offensive images. The countermeasures
for this final phase dealith end user reporting, and ESP and ISP management of these reports.

In addition, they include educating and raising awareness among end users.

A critical observation regarding the above lifecycle description is that the cost of dealing with

spam inceases as you move from left to right (A to F). Thus, it is imperative that spam be
countered as early as possible. Ibigt t er to effectively abevduce t he
all other goals. Likewise, we should prioritize reducing the volunspam being inserted over

detecting its transmission or sharing data about it. Since no countermeasure suite will be
completely effective, it is necessary to have measures in place at each phase.

Best Practice Presentation

Each of the best practicespgesented in a format intended to provide a unique identification, a
short summary of guidance provided, the parties responsible for implementation, and an
ind7ilc7a2tion of which ingredients are being addressed and the nature of the countermeasure (Figure
5).

Unique Identification Summary Title
Ch-US 11-001 Identification of Intense Messaging Business
— = Internet Service Providers should utilize acceptable use policies (AUPs) that

require businesses that intentionally originate a high volume of messages to
register as such a user and to clearly disclose their business category to
recipients in their messages.

f 1

Implementing Parties Best Practice Statement

ISPs

\ ICT INFRASTRUCTURE
Ingredients Engaged — Targeted or as Nature of the Countermeasure

Figure 5. Presentation of China-US Consensus Best practices

Best Practice Prirtiples

The joint ChinaU.S. expert teanutilized proven methods in their development of these best
practices The guidance msented here meets the standards for industry consensus best practices,
including the following seven consideratiofs.

™ The Unique Identification system introduced here is of the format CN-US11-0 0 1, wh#r &. ®Chiesi gnates ¢t he
China-U.S. bilaterala nd t kXX XioY Ypr ovi des an indication of the year (i .e., 11 f
introduced or last updated, when future revision are made. The last three digits are unique identifiers. A revised BP

would retain its unique three digit number but the YY designations could change.

2 Each of the eight ingredients are arranged as shown in Figure 3. That is, clockwise, starting the upper left corner:

Power, Software, Payload, Human, Environment, Hardware, Networks and Policy i otherwise known as ASPR.

“Rauscher 6s 7BeBtpractices, NRICe&/sPreseftation, Washington, D.C., 2001.
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People implement best practices’

Best practices do not endorse "pay for" documents, products or services

Best practices address classes of problems

Best practices are already |mplemented

Best practices are developed by high degree of consensus’®

Best practices are verified by experts who were outsiders to the development
process’®

7. Best practices are presented only after sufficient rigor and deliberation has warranted
inclusion of both the conceptual issue and the particular wording of the practrce

ogkrwpnr

Table 3 provides a list of the consensus best practices along with an indication of who the
primary responsilg party is regarding implementation.

" Best practices (BPs) are written to be broadly understood by experts in their field and likewise applied by the same.
" The BP development process should not be used to promote commercial interests.
®i.e., they are not specific fixes.
" This is not to say that mostared oi ng t hem, as that would be Acommon practices. 0
proven effective and feasible by at least one entity.
8 Only BPs that achieve a high degree of agreement should be included. Each participant in the process should have
ample opportunity to influence and persuade peers regarding their point of view.

°To avoid fgroupt hi méshoul heeircdated fricritid@IPevieweby spbjext matter experts and other
stakeholders.
8 Best practices should not be thoroughly examined with considerations that include such factors as effectiveness in
achieving objective, cost to implement and risk of not implementing.
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Table 3. Consensus Best Practices with Implementation Responsibilities
(Government Policy Maker, Equipment or Software Supplier, Network Operator,
Email Service Provider, Internet service provider, Netizen)

BP ID TITLE
CNUS11:001 Reduce the Motivation
CNUS11:002 Go With the Flow
CNUS11-003 Education Campaign for Potential Spamme
CNUS11:004 Enable ESPs & ISPs to Charge
CNUS11:005 Specific User Agreements
CNUS11-006 Vigilance in Updating Policies
CNUS11-007 | Identification of Intense Messaging Businesses
CNUS11-008 | Limited Distributions to Appropriate Recipients
CNUS11-009 Subscriber Agreement High Use Thresholds
CNUS11-010 Outbound Spam Classification
CNUS11:011 Enable ISPs to Treat Spammers Differently
CNUS11:012 Port 25 Egress Blocking
CNUS11-013 Message ldentification Coordination
CNUS11-014 Drop Noncompliant Messages
CNUS11:015 Sooner is Better
CNUS11:016 Utilize DKIM Mechanisms Across Borders
CNUS11-017 Utilize SPF Mechanisms Across Borders
CNUS11:018 Joint Technology Platform
CNUS11-019 Closing Open Relays
CNUS11-020 Blacklisting ISPs
CNUS11:021 International Cooperation for Statistics
CNUS11-022 Feedback Loops with Peers
CNUS11:023 Utilize FBL Mechanisms Across Borders
CNUS11:024 Best Practices Checklist
CNUS11-025 Botnet Tracking Via IP Addresses
CNUS11-026 Botnet Tracking Via Domain Names
CNUS11-027 Registrar Feedback
CNUS11:028 International Coordination on FBLs
CNUS11:029 Challenging Cloaking with Reverse Lookups
CNUS11-030 Support WHOIS
CNUS11-:031 Cloaking Detection
CNUS11-:032 Benefits of Voluntary Agreements
CNUS11-033 Voluntary International Agreements
CNUS11:034 Cooperation for Spam Suppression
CNUS11-035 ASPR Checklist
CNUS11-036 Gap Closure
CNUS11-037 Anti-Malware Support
CNUS 1103 Spam Alerting
CNUS 1103 Spam Filtering
CNUS 1100 Spam Reporting
CNUS 11041 Spam Reporting Center
CNUS 11042 Abuse Mailboxes
CNUS 11043 Disabling Abusive Accounts
CNUS 11044 Education Campaign for Netizens
CNUS 11045 Abuse Report Administration
CNUS 11046 Customer Service and Education
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Reducing the Motivation

Spam is a problem because it is currently an géfeevay of communicating with many people
for a very low cost. When a business makes use of spam, there is usually a perceived financial
advantagé i.e. an attractive return on investment (R®I).

A fundamental factor in preventing the creation ofspac oncer ns spammer s mot
long as spam is an attractive option for revenue generation or meeting other needs, then
spammers will use it. The team considered a broad range of ideas for making spam less
attractive. Ultimately, most of these ideboked at important restraints, such as freedoms of

speech, the basic business model for selling an electronic messaging service, and the desirability

to keep the cost of electronic messaging services low and its use uncomplicated.

Addressing the inctive for those inserting spam into networks is the focus of the following Best
practices.

CN-US 11-001 Reduce the Motivation

- Email Service Providersinternet Service Providerand government polic
makers should consider agreements, standaotlsigs and regulations (ASPF

GPMs that will reduce the motivation for individuals and organizations to send <
ESPs & ISPS g,ch ASPR should not impede opportunities for new legitimate bus
NZNs opportunities or infringe on the legal rights of individuals to exptesmselves.
CN-US 11-002 Go With the Flow
Government policy makers should avoid dependence on slow and infle
regulation by advocating strategies aligned with business fundamental
GPMs , . :
social forces in order to b@repared for new developments in netw
capabilities and consumer services.
CN-US 11-003 Education Campaign for Potential Spammers

- Government agencietternet Service Providesnd Email Service Provider:
should consider the us# community outreach in order to raise the awarel

GPMs - . . _ :

of existing or potential spammers regarding prohibitions against ab
ESPs & ISPs . :
NZNS electronic messaging systeffis.

8 Exceptions to this include spammers who are ideologically motivated.
8 E g., posters, flyers, promotions and volunteer-led tutorials.
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CH-US 11-004 Enable ISPs to Charge

Government policynakers should consider policies that would enable indt
GPMs to impose financial costs on customers with higlume message practicEs
84

CN-US 11-005 Specific User Agreements

- Email Service Providerandinternet Service Providesdould make use of use
agreements with specific provisions for new messaging accounts
ESPs & ISPs  applications in order to provide a contractual mechanism to strictly enforc
NZNs AUP against messaging abuse.

CN-US 11-006 Vigilance in Updating Policies

‘ GovernmentsNetwork Operatorsinternet Service Provider&Email Service
GPMs Providersand equipment and software suppliers should continuously mc
ESPs & ISPs effective policies on spam in order to weigh the impacts of new application
NOs devices.

ESSs

Reducing Volume

The volume of spam messages inserted each day into networks around the world is on the order
of hundreds of billions. Reducing spam volume at the front end of the process is much more
costeffectivethan dealing with it later, after the spam has been transported through networks.

One of the reasons spam is effective is that it is hard to identify by ESPs, ISPs, network operators
and message recipients. This is often due to intentional decegtgpammers. Therefore, the

team explored measures to provide more certainty about who is sending a message and whether
or not it is part of a higlvolume, wide distribution campaign. Because not all bulk commercial
messaging is spam, care needs to benak avoid measures harmful to legitimate business
endeavor§?

The following best practices aim to reduce the volume of inserted messages and reduce the
deception associated with spam:

8 The additional cost for a premium business account was considered of limited effect.

8 Government regulators recognize the nontrivial ongoing operational cost of facilities, electricity, hardware, software,
network capacity and personnel.

% Formal Communications Theory recognizes that there exists a degree of uncertainty when information is transmitted in

a communicatonc hannel . The term 6Shannon Entropy6 can be wused to
basic principle can be helpful in enabling basic communications engineering principles to be applied regarding such
priorites | i ke maxi mi zing 6ésignaldé clarity and reducing O6noise. 0
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CN-US 11-007

ESPs & ISPs
NZNs

CN-US 11-008

NZNs

CN-US 11-009

ESPs & ISPs
NZNs

CN-US 11-010

ESPs & ISPs

CN-US 11-011

“m

GPMs

Identification of Intense Messaging Business

Email Service Providersand Internet Service Providersshould utilize
acceptable use policies (AUPs) that require businesses that intenti
originate a highvolume of messages to register as such a user and to ¢
disclose their business categoryégipients in their messages.

Limited Distributions to Appropriate Recipients

Netizens intending to use electronic messaging as a vehicle fovdiigie,
wide distribution communications should target messagnly to recipient:
who are likely to appreciate the content.

Subscriber Agreement High Use Thresholds

Email Service Providersand InternetService Providersshould considel
acceptable use policies (AUP) for customevith high-volume messag:
practices in order to restrict individuals and organizations from sending ¢
Such agreements must be managed in a way that subscribers with
infected computers are not mishandigd.

Outbound Spam Classification

Email Service Providersand Internet Service Providersshould suppori
out bound spam classification so -
hijacked or they are infected with a spambot, the mail provider slstapdthe
outbound spam by disabling the accatint.

Enable ESPs and ISPs to Treat Spammers Differently

Government policy makers should consider policies that would enable diff
treatment to customers with higielume, widedistribution message practice
Such a practice does not imply that this information needs to be made |
provided to or managed by the government.

% See Appendix A, Sample ISP Letter to Customers.
8 Methods of identification may include content analysis or detecting an increase in message volume from a particular

account.
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CN-US 11-012 Port 25 Egress Blocking

- Email Service Providersand Internet Service Providersshould considel

performing egress filtering on TCP Port 25 as a default in order to impe

ESPs & ISPs unauthorized utilization by botnets. Subscribers requiring a mail server c
managed as exceptions and provided with a statiddReas.

Detecting Transmission

A fundamental principle of good engineering practice is make efficient use of the limited
resources. When dealing with spam, detecting spam nearer to its source is preferred to detecting
it nearerto its target, so as not to waste resources carrying spam across networks. This waste
includes unnecessary strain on hardware capacity, software processor cycles, the energy needed
to power the hardware and maintain buildings housing network gear, asidffrig® operate and
maintain this equipment.

There are three primary factors that enable spam to be detected close to its source: intelligence
regarding message identification, intelligence regarding the source and effectiveness in learning
and trackiig adjustments employed by spammers to avoid detection. The following best practices
focus on detecting the transmission of spam in networks.

CN-US 11-013 Message Identification Coordination

Network Operators Internet Service Providerand Emai Service Providers
should collaborate in international fonsto develop methods of increasing t

NOs effectiveness of identifying legitimate messages utilizing message h
ESPs & ISPs

contents and message protocBls.
CN-US 11-014 Drop Noncompliant Messages

Network Operators Internet Service Providersand Email Service Providers
NOs should use existing mechanisms to identify and drop spam. Conside
ESPs & ISPs should be given to dropping noncompliant messages.
CN-US 11-015 Sooner is Better

‘ Network Operators Internet Service Providersand Email Service Providers
should prioritize antspam strategies that detect and remove spam messa
NOs . L I . .
early in their intended transmission path as possible, in order toerabar
ESPs & ISPs . .7 . :
inefficiency and cost of transporting such messages across the Iriternet.

8 E.g., DKIM, SPF, IETF RFC 4871.
% U.S. ISPs have indicated that they can achieve detection rates at the network entry point on the order of 90% for
inbound messages.
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CN-US 11-016 Utilize DKIM Mechanisms Across Borders

Network Operators Internet Service Providersaand Email Service Providers
should make s of available Domain Keys Identified Mail (DKIM
NOs mechanisms, especially when interfacing with international peers, in orc
ESPs & ISPs improve the confidence that the messages are from a reputable network.

F

CN-US 11-017 Utilize SPF Mechanisms Across Borders

Network Operators Internet Service Providersaand Email Service Providers
should make use of available Sender Policy Framework (SPF) mecha
NOs especially when interfacing with international peers, in order to imp
ESPs & ISPs  confidencehat the messages are from a reputable network.

F

CN-US 11-018 Joint Technology Platform

Network Operators Internet Service Providersand Email Service Providers
should consider cooperating to develop technology platforaisctin be used t

NOs - e s _
ESPs & ISPs facilitate coordination in detecting and managing spam.
CN-US 11-019 Closing Open Relays

Internet Service ProvidersEmail Service Providersand Network Operators
should consider closing open mail relays,order to prevent spammers fro
exploiting their use to hide source and identify informatfoh.

P

NOs
ESPs & ISPs

Sharing Data

Spammers take advantage of the r |caimplex web of interconnected networkehey further
exploit the internatioal aspect of this complexity. oTkeep up with the p a m ntactics BSPs,
ISPs andnetwork operatorsneed to cooperatéo shareinformation’® Because different
companieavedifferent business models aadceptable use policiesogeration is not alwgs
straightorward, but rather, may require negotiations to build on common areas of interest.

Each of the following best practices focuses on trusted information sharing among industry peers,
especially for those involving international interfaces.

% Lindberg, G., RFC 2505, Anti-Spam Recommendations for SMTP MTAs, February, 1999.
° Klensin, J., RFC 5321, Simple Mail Transfer Protocol, October, 2008.
2 Recommendation 1, Improved Industry Cooperation, Section 4.1.
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CN-US 11-020 Blacklisting ISPs

L Network Operata should cooperate across borders to block Inte3eetice
Provides andEmail Service Provider that lease blocks of IP address spac
spammers.

NOs
ESPs & ISPs

CN-US 11-021 International Cooperation for Statistics

‘ Network Operata, InternetService Provider and Email Service Provider
should collaborate at an international level to aggregate worldwide stat

EKS)FS’ & ISP including trend information, that can be useful in developing ¥k
S S agreements, standards, polices and regulations (ASPR) by ensurin
decision makers are sufficiently informed.
CN-US 11-022 Feedback Loops with Peers

Network Operata®, InternetService Provider and Email Service Poviders

should provide feedback loop mechanisms to facilitate the reporting
NOs identification of spam, in order provide intelligence on messages that have
ESPs & ISPs identified as spam.

CN-US 11-023 Utilize FBL Mechanisms Across Borders

Network Operata, InternetService Providey and Email Service Providey

should make use of available feedback loop (FBL) mechanisms witl
NOs countries with which they interface with in order to increase the inform:
ESPs & ISPs available to them to managpam®

CN-US 11-024 Best Practices Checklist

- Network Operata, InternetService Provider and Email Service Provider
should maintain an updated list of best practices, including those dealing

E'g; & ISP international aspectspff fighting spam and periodically make use of the
S S towards the aim of gap closure.
CN-US 11-025 Botnet Tracking Via IP Addresses

‘ Internet Service Providexr and Email Service Providex should identify the
internet protocb (IP) addresses of botnets sending spam and report ti

NOs . . 0495
ESPs & ISPs relatedNetwork Operatom order help shut down the botnet activitys

8 Complaint Feedback Loop Best Current Practice, MAAWG, April, 2010.
° Seitzer, Larry, How Microsoft Took Down Rustock, PCMag.com, March 2011.
% see Conficker Working Group, www.confickerworkinggroup.org .
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CN-US 11-026

NOs
ESPs & ISPs

CN-US 11-027

NOs
ESPs & ISPs

CN-US 11-028

GPMs
NOs
ISPs

CN-US 11-029

-

NOs
ESPs & ISPs

CN-US 11-030

-

NOs
ESPs & ISPs

CN-US 11-031

-

NOs
ESPs & ISPs

Botnet Tracking Via Domain Names

InternetService Provider andEmail Service Poviders should use the doma
names of botnets sending spam and report them to the riletiwdrk Operatot
to help shut down the botnet activity.

Registrar Feedback

InternetService Providerand Email Servic®rovidersshould report rogue we
sites to the associated registrars in order that appropriate action can be
(i.e. shutting down the domain name).

International Coordination on FBLS

Government policy make and InternetService Provides within a specific
country shoul d r ecogni-adng aghneiésito ercab
coordination between natiestates on network interface policies, like utilizati
of Feedback Loops (FBLS.

Challenging Cloaking with Reverse Lookups

Internet Service Providey, Email Service Provider and Network Operat®
should consider configuring their mail exchanges to perform reverse Dc
Name Server (DNS) entry lookup, order to confirm the designated dome
name associated with an IP address.

Support WHOIS

Internet Service Providey, Email Service Provider and Network Operat®
should consider configuring their mail exatges to support WHOIS lookup
in order to enable the confirmation of registered users or assignees of Ii
resources’ *®

Cloaking Detection

Internet Service Providey, Email Service Provider and Network Operatos
should consider configuring their mail exchanges to correctly verify a pro
formatted banner that identifies
detect attempts to detect identity or sowctmaking.

% Alliance for Telecommunications Industry Solutions (ATIS) Next Generation Interconnection Interoperability Forum
gNGIIF) maintains a world zone 1 list of contacts for wireless sand wireline networks.

" Daigle, L., RFC 3912, WHOIS Protocol Specification, IETF, September, 2004.

% Internet resources may include domain names, IP address blocks or autonomous systems.
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CN-US 11-032 Benefits of Voluntary Agreements

B Government policy makers and industry should recognize the benef

GPMs voluntarily implemented agreements, standards and policies to
NOs dependence on slow government regulations.

ESPs & ISPs

CN-US 11-033 Voluntary International Agreements

I Government policy makers and industry should consider voluntary agree

GPMs across natiostate borders that might help reduce spam (e.g., closing
NOs sources).

ESPs & ISPs

CN-US 11-034 Cooperation for Spam Suppression

Network Operata, InternetService Provider and Email Service Provider
NOs should use voluntary agreements with their peers to cooperate in suppl
ESPs & ISPs SPam (e.g., sharing suspected signatures and sources)

CN-US 11-035 ASPR Checklist
Network Operata, InternetService Providey and Email Service Providey

NOs should maintain a checklist of agreements, standards, policies and regu
ESPs & ISPs (ASPR) used to reduce spam in order track @sgagainst the intended plan

CN-US 11-036 Gap Closure
Network Operata, InternetService Providey and Email Service Providey

NOs should regularly identify the best existing aspam measures not y
ESPs & ISPs IMmplemented for gap ctwre.

Filtering Messages

Once a spam message has arrived at its target destination, the spammer is close to achieving his
or her objective. It is unfortunate that the spam messagenot stopped earlier, as it has
incurred hidein cosf® Intelligent filtering by advanced software security applications are now

relied upon to identify the spam and neutralize its threat.

% For a single message, this cost is negligible, but for the aggregate of messages at a global level it is quite substantial.
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The following best practices focus on filtering countermeasures:

CN-US 11-037 Anti-Malware Support

InternetService Provider andEmail Service Provides should provide anti

ESSs : ) )

ESPs & ISPs malware software for their subscribers, when feasible.

NZNs

CN-US 11-038 Spam Alerting
InternetService Provider andEmail Service Provider shold deploy current
spam advisory services for their subscribers in order to reduce the cha

ESPs & ISPs . o )

NZNs their computers becoming infected with botnets.

CN-US 11-039 Spam Filtering

r- Netizens should make use of junk mail filters imer to avoid chances (
ESSs becoming infected by a botnet.
NZNs

Reporting Abuse

An essentibaspect of fighting spam is soliciting the participation oitgims. These end users
can help increasdSP knowledgeby revealing whichabusive rnessagesgassed through their
defenses. It is precisely this type of information that can enable ISPs to make improvements.

The following best practices focus on end wuser
reports:®
CN-US 11-040 Spam Reporting

Netizens should make use of feedback loops to report spam in order to [
intelligence to InterneService Providex andEmail Service Providexr about

ESPs & 1SPs annoying messages so that these messages can be identified and addres:

NZNs

1% For purposes of this discussion, the ISPs can be inclusive of Email service providers (ESPs).
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